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or - Teaching Old Dogs New Tricks

https://www.walkervillevet.com.au/blog/myth-10-you-cant-teach-
an-old-dog-new-tricks/

„Take it from us - the only thing
stopping our pets learning
through life is our own 
prejudices.“ 
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Topics
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What does „Cloud Computing“ mean

Cloud System vs. „in the Cloud“ System – what makes a difference

Cloud System Case Studies on Small and Midsized Labs: 
- Capture data where created
- Enable investigation of data
- Enable data communication between sponsor and lab
- Create a long-term archive
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Is this „the cloud“?

AWS Data Center Oregon 

„The number of servers
in each data centre can
range from 50,000 to

80,000.“
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Region – Availability Zone - Data Center 

Zones

Example services within and across zones and regions

- load balancing
- failover redundancy
- backups

„A common misconception is that a 
single zone equals a single data

center. In fact, each zone is backed by
one or more physical data centers, 

with the largest backed by five.“

https://docs.aws.amazon.com/whitepapers/latest/aws-
overview/global-infrastructure.html

The AWS Cloud spans 102 Availability
Zones within 32 geographic regions

around the world, with announced plans
for 15 more Availability Zones and 5 more

AWS Regions in Canada, Germany, 
Malaysia, New Zealand, and Thailand.

https://baxtel.com/data-center/aws-eu-frankfurt-region-eu-central-1

https://baxtel.com/data-center/aws-eu-frankfurt-region-eu-central-1
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Cloud computing - defined

Cloud computing is the on-demand
delivery of IT resources over the

Internet with pay-as-you-go pricing. 

https://aws.amazon.com/what-is-cloud-computing/?nc1=h_ls
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Cloud computing - defined

Cloud computing is the on-demand
delivery of IT resources over the

Internet with pay-as-you-go pricing. 

Instead of buying, owning, and maintaining physical
data centers and servers, you can access technology

services, such as computing power, storage, and 
databases, on an as-needed basis from a cloud

provider like Amazon Web Services (AWS).

https://aws.amazon.com/what-is-cloud-computing/?nc1=h_ls
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Cloud system vs. „in the Cloud“ system – what makes the difference

Move existing systems „in the cloud“:
Server virtualization

§ „Run the Software on someone else‘s
hardware“

§ Benefits
§ Some services
§ Delegate responsibility

§ IaaS (Infrastructure as a service) 
or
§ PaaS (Platform as a service)

Teaching a new dog old tricks
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Cloud Systems - Shared Responsibility

https://www.researchgate.net/figure/Shared-responsibility-model-of-cloud-computing-Source_fig1_352285658
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Cloud System – Study Data Management Architecture

Scaleable Platform (StudyGen 360)
(Data Services - Domain Model, Functional Services – Rule Sets)

LCMS/LBA-BioA Immuno-BioA CMC Stability
…

Study Data
Manage-

ment
App

Study Data
Review

App

Study Data
Reporting

App

Study Data
Archiving

App

Regulatory
Workflows

Exploratory
Workflows …

Study Data
Collabo-

ration
App

Teaching an old dog a 21st century trick

EU Funded



Case Study: Capture data where created
Study Data Management

Scaleable Platform
(Data Services - Domain Model, Functional Services – Rule Sets)

LCMS/LBA-BioA Immuno-BioA CMC Stability
…
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Manual Workflow - without LIMS
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Either Uploading Data (Demographics) or …
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Entering Data in Forms
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Sample Receipt and Storage
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Run/Batch-Planning and Plate-Layout design

Plate-Template and Sample to create a Sequence

Assay to 
Plate-
Template



Case Study: Enable Scientists to Investigate Data

Study Data Review

Scaleable Platform
(Data Services - Domain Model, Functional Services – Rule Sets)

LCMS/LBA-BioA Immuno-BioA CMC Stability
…
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Archiving

App

Regulatory
Workflows

Exploratory
Workflows …
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Sponsors concerns

Quality Parameter driven data review to meet scientific quality objectives
§ beyond “standard” reporting provided by CRO

Individual definition of
§ Quality Parameters (e.g)

• Sequence of samples/injections consistent
• Was there a stop/restart

§ Quality Attributes (e.g.)
• Precision and Accuracy
• Is there a cross well contamination
• Matrix effect on STDs/QCs vs. Samples
• Background and STDs/QC response drift and range changes

(in/between runs)
• S/N consistency
• Specifics for LC/MS

• Integration parameters, peak shape, IS variation, retention
time variation, carryover, interference peak …

Templateable and reusable data analysis

Trackable collaboration on data-review
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Data-Review –Templates

• Interactive Scenario-Builder to create Review-Templates
• GUI to support configuration
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Applying a preconfigured Review-Template
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Record / Field highlighting part of scenario builder to compare data



Case Study: Enable Communication and Access

Study Data Collaboration & Reporting

Scaleable Platform
(Data Services - Domain Model, Functional Services – Rule Sets)

LCMS/LBA-BioA Immuno-BioA CMC Stability
…

Study Data 
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Who creates / is in need of what study data

Study Data Management
§ Receive Multiple Sample Shipment Manifest 
§ Sample Receipt Data Documentation
§ Handle Demographics data incl. „Reconciliation“
§ Sample Storage Documentation
§ Sample Preparation Documentation, incl. Materials
§ Run/Batch Data

• Assay and Method Documentation
• Run/Batch-Planning and Plate-Layout design
• Interfacing with devices (Run-Sequence, Result-

Files)
• Data Review and Evaluation
• Reassay-Handling

Study Data Reporting
§ Regulatory Reporting (BioA-Report, Validation-Report)
§ DTA Files
§ SEND PC-Domain Files

Sponsor

ClinicLab/CRO
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DTA Files

Configurable per Sponsor/DTA
Consitent with any other reports
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Regulatory Reporting (M10 Scope)



Mission: A New Approach to Archiving
Study Data Archiving

Scaleable Platform
(Data Services - Domain Model, Functional Services – Rule Sets)

LCMS/LBA-BioA Immuno-BioA CMC Stability
…
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Study Archiving Framework

• Refer to https://www.fda.gov/media/75414/download
• US FDA Guidance for Industry: „21 CFR Part 11; Electronic Records; Electronic Signatures; Maintenance of 

Electronic Records“ was withdrawn (line 100)
• Section 11.10 (b) was requesting: “The ability to generate accurate and complete copies of records in 

both human readable and electronic form suitable for inspection, review, and copying by the agency“

• Replaced with recommendation (line 284ff): 
“We recommend that you supply copies of electronic records by: …

Using established automated conversion or export methods, where available, to make copies 
in a more common format (examples of such formats include, but are not limited to, PDF, 
XML, or SGML).
…

In each case, we recommend that the copying process used produces copies that preserve the 
content and meaning of the record.  …”

• Case Study: Create Study Archive mechanism that is
• human readable for fast review without addtl. software
• consistent with prior submission documents (statistics, comments, ...)
• as light-weight as possible
• makes all data accessible to be further processed without knowledge of any software

https://www.fda.gov/media/75414/download
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Human Readable

• PDF document stack
• Structure by RUN

• Individual analyte reports
• with "raw" response value

tabulation

• calibration data (regression info)
• processing information
• ...

• Structure by STUDY
• Audit trail
• …
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Accessible Data

• XML and/or CSV file stack
• Structure by RUN

• Individual analyte data
• with "raw" response value

tabulation

• calibration data (regression info)
• processing information
• ...

• Structure by STUDY
• Audit trail
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Data Integrity

• File with checksum of all files
• Hash-values of files

• Checksum of this file in 
processing protocol
• Hash of Hashes
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Thank you for your attention

Contact for questions/comments

Norbert Bittner
up to data GmbH
Energie-Allee 1
D-55286 Woerrstadt

norbert.bittner@uptodata.com


