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The Challenge
Improve data security and data integrity in LIMS-to-Instrument integration.

Typical bioanalytical integration scenario:
• Transferring sequence worklist information from a LIMS to an LC-MS instrument
• Returning LC-MS result information back to a LIMS
… to form a secure and compliant closed loop

Addressed by SOFT, the Secure Open-standard File Transfer specification
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SOFT – The Origins
A joint user and vendor effort to improve data integrity and security,
ignited by EBF and AAPS
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The journey to improved data security and DI compliance 

The challenge reported in EBF White Paper
‘Current products still force the bioanalytical laboratories into 
manual and time-consuming quality-control steps to mitigate the DI 
risks. With the increased number of citing’s during health authority 
inspections over the last few years, the message is clear: DI issues 
must be resolved!’

The objective cited in EBF White Paper
Our focus on LC/MS–LIMS interface has many immediate benefits: 
primarily reducing the time and effort required to manually 
perform quality control of data transfer. The proposal should also 
be seen as a move away from the current status quo and to 
showcase that progress can be made relatively simple if and when 
all agree on a common standard. Bioanalysis (2020) 12(14), 1033–1038

This resulted in a joint effort of the user and vendor community to create a 
vendor-neutral, standards-based solution, creating the SOFT interface.
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A traditional data transfer cycle 
Current data transfer cycles require manual and time-consuming quality-control steps to mitigate the DI risks.
Limitations include; ASCII / human readable files, it is a proprietary solution, and it is not secure.
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SOFT – The Approach
A secure bidirectional instrument interface, based on AnIML and W3C Digital Signatures
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The SOFT way forward; replacing .txt files with digitally signed .xml files
Advantages include; Ascii / human readable files, it is a standardized solution, and it is a secure
The security is based upon a private-public key digital signature pairing
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SOFT: Secure Open-standard File Transfer solution 
Transferring sequence information from a LIMS to a LC-MS instrument and exporting LC-MS results back to a LIMS.

Mitigate DI risks 
Making make data transfer more secure 
Make it easier to audit 

Have a near-zero impact for any user experience
The proposed changes for any LC-MS user are near-zero.
Sample batches can be loaded from the same folder location and results exported with a single click 

Standardized solution for all software / instrument interfaces
No proprietary solution required for specific LIMS-Instrument combinations
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The SOFT technical solution
The key point is to mitigate DI risks by making make data transfer more secure, but it is also important to 
make it easier to audit and have a near zero impact for any user experience

Standardized Format
Worklist/result information is transferred as a vendor neutral XML file format (data model is flexible and 
scales beyond LC-MS workflows; open to all instrument providers; reuses existing schemas).

§ Data model is derived from the AnIML format 
§ Flexible and scalable beyond LC-MS domain

Standardized Security
Improving security by signing the files with a digital signature using Public / Private key – logic, provided by 
the World Wide Web Consortium (W3C) Signature Working Group.

§ Attributable – you can tell who made a signature
§ Tamper-evident – you can tell if data has changed since signing
§ Automated validation – before accepting a file, instrument or LIMS can confirm its provenance
§ Stored in XML – easy to read and write, broad developer experience
§ Royalty free logic – free libraries for Java, .net, …



Presented at the 15th EBF Open Symposium
The product pathway: A vendor-neutral secure data transfer process between LIMS/ELN and LC-MS/MS instruments for bioanalysis

Today, SOFT is real
The standard has been implemented by three vendors. Let’s see it in action.
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Step 1: Export sequence from the LIMS/ELN
Generating a digitally signed [sequence.xml] file

One example of Watson LIMSTM
generated [sequence.xml] file
In this screenshot, Watson LIMS users would simply click 
on a Run to send a sequence file for secure Data Transfer 
[EBF]. The digitally signed [sequence.xml] file would then 
appear in the ‘Watcher Folder’.

One example is shown below 
‘TestStudy1-Run25(Date).xml as the digitally signed 
[sequence.xml] file. 
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Step 2: user opens a sample batch file and acquired LC-MS data 
The digitally signed sequence.xml file has been verified by the LC-MS software and the content has been converted 
to a vendor specific sample batch file which can be opened as ‘usual’ from a specified location.

Zero change to the user experience
The LC-MS software detects the [sequence.xml], verifies the signature and converts 
the file into the LC-MS sample batch format. The LC-MS user opens the sample 
batch file in the LC-MS application software. 

One example is shown below. 

LC-MS user
Selects the sample batch file in the 
‘usual folder location’ and opens the 
sample list in the LC-MS software  
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Zero change to the 
user experience
LC-MS results are reviewed, if changes are 
made they can be documented in a standard 
audit trail. In this research application the 
results are exported to ‘EBF LIMS’ using a 
single click.

[Please note, the term EBF LIMS Integration is 
simply a ‘placeholder name’ in this research 
application build]  

Step 3: Export Results (Shimadzu)
Review data and export results
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Export message (Shimadzu)
A simple confirmation 

Exporting results to the LIMS
Once the export icon is clicked the results are 
then automatically processed by the LC-MS 
software;   
- Results are converted into the [export.xml] 
format.
- The [export.xml] file is signed with a digital 
private key and moved to the LIMS watcher 
folder for verification and upload by the IM.

[Please note, the term EBF LIMS Integration is 
simply a ‘placeholder name’ in this research 
application build]  
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• A digital signature can be applied to 
each worklist and result file. 

• Users can verify signature in a 
simple web application

• Tamper evident - If a file has been 
modified, an alert is displayed to the 
user

Signature verification (Splashlake)
Verification of content integrity
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Step 4: Importing the Results back into the LIMS
The LIMS verifies the signed results file [export.xml], if valid, results are stored into the LIMS system

Importing an [export.xml] file in 
Watson LIMSTM
In this screenshot, Watson LIMS users would simply 
choose a Run, click [Import] and select the 
[export.xml] file.

A Background process will verify the validity of the 
file using the submitter’s public key. 

Only validated files can be selected in the LIMS.
Invalid files will go to a error-folder.
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Example
AnIML XML file containing analytical results
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Example in Splashlake Viewer
AnIML XML file containing analytical results

Worklist and sequence data

Result data

The same data set is now available for data 
analytics and long-term archival. Secure 
transfer from CRO to sponsor is available.
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Getting Started
Why and how can you get SOFT to work for you?
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Scientist
•Fewer QC checks
•Saved time
•Less typing
•Problems easier to

catch

QA
•Improved data

integrity
•Robustness and 

tamper-evidence
•Modular and 

scalable validation

Regulators
•Common approach

that scales across
pharma and CROs

•Easier audits

IT
•Simple and scalable
•Improved data

security
•No more proprietary

approaches

Why introduce SOFT today?
Advantages for different stakeholders
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How to get started with SOFT
What’s next 

Vendors have adopted SOFT
Shimadzu, Splashlake and Thermo Fisher are able to support a rollout

Initial organizations have deployed SOFT
Experience from rollouts in actual labs

Continued collaboration in the SOFT working group
Regular meetings to drive adoption, please join

Open invitation to other vendors, users and regulators
Please join our friendly community
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