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IThe Challenge

Improve data security and data integrity in LIMS-to-Instrument integration.

ITypicaI bioanalytical integration scenario:
* Transferring sequence worklist information from a LIMS to an LC-MS instrument
° Returning LC-MS result information back to a LIMS
... to form a secure and compliant closed loop

IAddressed by SOFT, the Secure Open-standard File Transfer specification
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SOFT — The Origins

A joint user and vendor effort to improve data integrity and security,
ignited by EBF and AAPS
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I The journey to improved data security and DI compliance

White Paper

IThe challenge reported in EBF White Paper
‘Current products still force the bioanalytical laboratories into
manual and time-consuming quality-control steps to mitigate the DI
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risks. With the increased number of citing’s during health authority Improving data integrity in requlated

inspections over the last few years, the message is clear: DI issues bioanalysis: proposal for a generic data

must be resolved!’ transfer process for LC-MS from the
European Bioanalysis Forum
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showcase that progress can be made relatively simple if and when Authorforcontespondence: charGe b fed

all agree on a common standard.

This resulted in a joint effort of the user and vendor community to create a
vendor-neutral, standards-based solution, creating the SOFT interface.
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A traditional data transfer cycle
Current data transfer cycles require manual and time-consuming quality-control steps to mitigate the DI risks.
Limitations include; ASCII / human readable files, it is a proprietary solution, and it is not secure.

1 2
LIMS generates a [sequence.txt] ' g Import the [sequence.txt] file to the
and stores it on a server LC-MS batch editor

Personal folder on a
departmental server

LIMS/ELN
Data management system
on a server

LC-MS

Local instrument PC

Folder on departmental
server (restricted writing

privileges) /

3

After acquisition and processing of data
create [export.txt] from the final results
table and save file to departmental server

_—

4

Import [export.txt] from
folder into the LIMS/ELN
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SOFT — The Approach

A secure bidirectional instrument interface, based on AnIML and W3C Digital Signatures
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The SOFT way forward; replacing .txt files with digitally signed .xml files
Advantages include; Ascii / human readable files, it is a standardized solution, and it is a secure
The security is based upon a private-public key digital signature pairing

1 2

LIMS generates a sequence Import the sequence file [sequence.xml]
file [sequence.xml] Verify the digital signature with a public
Digitally sign with a private key and import the sample sequence into

key the LC-MS
Personal folder on a
departmental server
LIMS/ELN LC-MS
Data management system Local instrument PC
on a server

Folder on departmental

server (restricted writing
\ ‘ / privileges) \ /
4 3 B

After acquisition and processing of data
generate a result file [export.xml].
Digitally sign with a private key

Import results to LIMS
Import [export.xml] file
Verify the digital signature
with a public key
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SOFT: Secure Open-standard File Transfer solution
Transferring sequence information from a LIMS to a LC-MS instrument and exporting LC-MS results back to a LIMS.

Making make data transfer more secure
Make it easier to audit

I Mitigate DI risks

The proposed changes for any LC-MS user are near-zero.

I Have a near-zero impact for any user experience
Sample batches can be loaded from the same folder location and results exported with a single click

Standardized solution for all software / instrument interfaces
No proprietary solution required for specific LIMS-Instrument combinations
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The SOFT technical solution

The key point is to mitigate DI risks by making make data transfer more secure, but it is also important to
make it easier to audit and have a near zero impact for any user experience

Standardized Format
Worklist/result information is transferred as a vendor neutral XML file format (data model is flexible and
scales beyond LC-MS workflows; open to all instrument providers; reuses existing schemas).

Data model is derived from the AnIML format

Flexible and scalable beyond LC-MS domain

Standardized Security
Improving security by signing the files with a digital signature using Public / Private key — logic, provided by
the World Wide Web Consortium (W3C) Signature Working Group.
Attributable — you can tell who made a signature
Tamper-evident — you can tell if data has changed since signing
Automated validation — before accepting a file, instrument or LIMS can confirm its provenance
Stored in XML — easy to read and write, broad developer experience
Royalty free logic — free libraries for Java, .net, ...

I The product pathway: A vendor-neutral secure data transfer process between LIMS/ELN and LC-MS/MS instruments for bioanalysis



Today, SOFT is real

The standard has been implemented by three vendors. Let’s see it in action.
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Step 1: Export sequence from the LIMS/ELN

Generating a digitally signed [sequence.xml] file

L&\'O\\S cvprofloxacin 22 Jun2021 LC :s Secu:DatTa.ﬂsfer [EBE] SecurD One example of Watson LlMSTM
e T NGO Sy profioTeeT ECAriS=Seterroraiyst T
27 Created UNKN === - - S . . H
27 Created BRI W aton Messace 1 generated [sequence.xml] file |
Sequence data submited 1o SecweDataTransfer [EBF] - In this screenshot, Watson LIM.S users would simply click
on a Run to send a sequence file for secure Data Transfer
[EBF]. The digitally signed [sequence.xml] file would then
appear in the ‘Watcher Folder’.
One example is shown below
TestStudy1-Run25( ).xml as the digitally signed
[sequence.xml] file.
« | i
0K
‘ Sequence File
'ff—__w *- 1 » ThisPC » |Local Disk (C:) | » | IMfiles » SecureDataTransfer » Sequence
. SecureDataTransfer  » Name B Date modified Type
Result-Copy - R — :
|| TestStudy1-Run25(20210622_1044).xml 6/22/2021 10:44 AM XML Document
. Result-Error
. Result-lmport
. Sequence
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Step 2: user opens a sample batch file and acquired LC-MS data

The digitally signed sequence.xml file has been verified by the LC-MS software and the content has been converted

to a vendor specific sample batch file which can be opened as ‘usual’ from a specified location.

' M = | LIMS
Home Share View
. / o
# g » ¢ F X =f
= w.| Copy path
Pinto Quick Copy Paste Move Copy Delete Rename New
access Paste shortcut  tov  to~ - folder
Clipboard Organize
<« v > ThisPC » OS(C:) » LIMS
[0 Name Date modified Type
Batch File folder
Export_Results File folder
Method File folder
Sequence File folder
Template File folder

LC-MS user

Selects the sample batch file in the
‘usual folder location’ and opens the

sample list in the LC-MS software
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[-"_;h New item ~

1 | Easy access ~

Zero change to the user experience
The LC-MS software detects the [sequence.xml], verifies the signature and converts

the file into the LC-MS sample batch format. The LC-MS user opens the sample

New
batch file in the LC-MS application software.
Size .
One example is shown below.
Postrun | Tray | Vial# | Sample Name Sample ID Sample Type Method File Data File Data Comment

1 1 1 CalibnStd1 PlasmaCalibnStd_0.9695 pg/mL 1:Standard:(l) LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level1_ID1.lcd  |Study_XH1179
2 1 2 CalibnStd2 PlasmaCalibnStd_1.939 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level2_ID2.lcd  |Study_XH1179
3 1 3 CalibnStd3 PlasmaCalibnStd_3.879 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level3_ID3.lcd  |Study_XH1179
4 1 4 CalibnStd4 PlasmaCalibnStd_7.08 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Leveld_ID4.lcd  [Study_XH1179
5 1 5 CalibnStd5 PlasmaCalibnStd_20.14 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level4_ID5.lcd  [Study_XH1179
6 1 6 CalibnStdé PlasmaCalibnStd_40.28 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level6_ID6.lcd  [Study_XH1179
7 1 7 CalibnStd7 PlasmaCalibnStd_105.922 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level7_ID7.lcd  [Study_XH1179
8 1 8 CalibnStd8 PlasmaCalibnStd_210.352 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level8_ID8.lcd  [Study_XH1179
9 1 9 CalibnStd9 PlasmaCalibnStd_280.469 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level9_IDS.lcd  [Study_XH1179
10 1 10 CalibnStd10 PlasmaCalibnStd_350.586 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level10_ID10.lcd  [Study_XH1179
1 1 1 QC checks AQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelAQC_ID1.led  |Study_XH1179
12 1 12 QC checks LQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevellQC_ID2.lcd  |Study_XH1179
13 1 13 QC checks MQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelMQC_ID3.lcd  [Study_XH1179
14 1 14 QC checks HQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelHQC_ID4.lcd  |Study_XH1179
15 1 15 TimePoint_Pre-Do |AccessionCode_IDX1179_ZX1 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0_ID1.led  [Study_XH1179
16 1 16 TimePoint_0.08h |AccessionCode_IDX1179_ZX2 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.08_ID2.lcd  |Study_XH1179
17 1 17 TimePoint_0.25h |AccessionCode_IDX1179_ZX3 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.25_ID3.lcd  |Study_XH1179
18 1 18 TimePoint_0.50h |AccessionCode_IDX1179_ZX4 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.50_ID4.lcd | Study_XH1179




Step 3: Export Results (Shimadzu)

Review data and export results

@ LabSolutions Insight (Reviewer) - (VerifiedSequenceFile_BatchFile230621.Icb - LC-MSMS_BioanalysisMethod.lcm (Read Only))  [Pre-Release] - ] X
Shortcuts ~ Compound List x || = Sample Results - Analyte Target x
Name 2 Flag Result SampIeType Std. Conc. (pg/..| Conc. (pg/mL) %Diff | Accuracy(%)| »~
%] %] v v v v v v v
@ M [ 4 |Report N | PlasmaCalibnStd_7.08 pg/mL Standard 7.09 6.85 -3.34 96.66
2 |Internal Standard Target 5 |Report B | PlasmaCalibnStd_20.14 pg/mL Standard 20.14 20.68 2.70 102.70
Ze ro change to the Open & 6 |Report B | PlasmaCalibnStd_40.28 pg/mL Standard 40.28 2003 063 99.37
M 7 |Report N | PlasmaCalibnStd_105.922 pg/mL Standard 105.92 109.96 3.82 103.82
= F [ 8 |Report N | PlasmaCalibnStd_210.352 pg/mL Standard 210.35 223.48 6.24 106.24
user experlence [ 9 |Report N |PlasmaCalibnStd_280.469 pg/mL Standard 280.47 290.47 3.57 103.57
. . AR Report N | PlasmaCalibnStd_350.586 pg/mL Standard 350.59 366.84 4.64 104.64
LC-MS results are reviewed, if changes are M 11 [N Checks OK Il |AQC Control 17.57 18.80 7.00 107.00
’
; 4\ Q 0 ontro 5.68 5.82 239 102.39
made they can be documented in a standard E J - & 13 [odchecksok B [mac Control 17647 188.47 6.80 106.80
. . . . . 14 { y : :
audit trail. In this research application the &4 1 Jofchecksok I JHac _ Contro 26 31600\ P - [T 108 7
Export [ 15 |Report B | AccessionCode_IDX1179_ZX1 Unknown S -0.21 ---- ----
‘ H -
results are exported to ‘EBF LIMS’ using a Results to File M 16 |Report B |AccessionCode_IDX1179_ZX2 Unknown 7.26
. . M 17 |Report B |AccessionCode_IDX1179_ZX3 Unknown ---- 40.79 ---- ----
Slngle CIICk 18 |Refport B | AccessionCode_IDX1179_ZX4 Unknown R 4295 === ===
= .
| Export the current results to a EBF LIMS compatible results file. }19 [ i 1 Access!onCode_IDX1179_ZXS ks — 4687 i —
™7 port B |AccessionCode_IDX1179_ZX6 Unknown ---- 54.27 - -
[Please note, the term EBF LIMS Integration is Report B | AccessionCode IDX1179_2X7 Unknown 4938
. . . . M 22 |Report B | AccessionCode_IDX1179_ZX8 Unknown - 47.45 - ---
simply a ‘placeholder name’ in this research B 25 [Repot W |AccessionCode IDXIT79.2X9 | Unknown 003 - v
application build] < >
~ Compound Details - QC_LevellQC_ID2 - Analyte Target  x || ~ Calibration - Analyte Target x
Q 500.90>293.10 (+) - 1703 | Q 50090>203.10
10000+ ;.g 1y =0.005129508x +0.002061186
7 g JR*=0.9870781 R=0.9935180 "
4 4 134
| = 7 Curve Fit: Default (Linear)
] Weighting: Default (1/A*2) .
%_ 16 Zero: Default (Not Forced)
J E Mean RF: 5.665278e-003
J 14-SDRF: 1.151237e-003
] - 9%RSD: 20.320933
| ® ]
B o o o o o o o o i o o o B ]
50 55 60 65 70 1
RT {min) E
ISTD 506.00>293.00 (+) S4ted ]
RT=6.264 ]
100,00 ]
File * ]
View | ]
Edit J ]
Review E (:) ]
B A o e e o o e e R I B i B o L I o o o o R R e LA o
Report ' ' o &5 70 7 0 s 7 0 1z 10 s 200 ' ' 7 0 w5 3
Explore RT (min) Conc Ratio (pg/mL)




Export message (Shimadzu)
A simple confirmation

Exporting results to the LIMS
Once the export icon is clicked the results are
then automatically processed by the LC-MS
software;

- Results are converted into the [export.xml]
format.

- The [export.xml] file is signed with a digital
private key and moved to the LIMS watcher
folder for verification and upload by the IM.

[Please note, the term EBF LIMS Integration is
simply a ‘placeholder name’ in this research
application build]
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Export

File
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Review
Report
Explore
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~ Compound List

x

~ Sample Results - Analyte Target
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Name # Flag Result Sample Type Std. Conc. (pg/...| Conc. (pg/mL) %Diff | Accuracy(%)| A
A v v v v v v
4 |Report B | PlasmaCalibnStd_7.08 pg/mL Standard 7.09 6.85 -3.34 96.66
2 Internal Standard Target 5 |Report B | PlasmaCalibnStd_20.14 pg/mL Standard 20.14 20.68 2.70 102.70
6 |Report B | PlasmaCalibnStd_40.28 pg/mL Standard 40.28 40.03 -0.63 99.37
7 |Report B | PlasmaCalibnStd_105.922 pg/mL Standard 105.92 109.96 3.82 103.82
8 |Report N | PlasmaCalibnStd_210.352 pg/mL Standard 21035 223.48 6.24 106.24
9 |Report B | PlasmaCalibnStd_280.469 pg/mL Standard 28047 290.47 3.57 103.57
10 |Report B | PlasmaCalibnStd_350.586 pg/mL Standard 350.59 366.84 4.64 104.64
11 |QCChecksOK I |AQC Control 17.57 18.80 7.00 107.00
o 5.68 5.82 239 102.39
13 |QCChecksOK il [MQC Control 176.47 188.47 6.80 106.80
14 |QC Checks OK | |HQC Control 291.62 316.60 8.57 108.57
15 |Report B |AccessionCode_IDX1179_ZX1 Unknown -0.21
16 |Report B |AccessionCode_IDX1179_ZX2 Unknown 7.26
17 |Report B |AccessionCode_IDX1179_ZX3 Unknown 40.79
18 |Report B |AccessionCode_IDX1179_ZX4 Unknown 4295
19 |Report B |AccessionCode_IDX1179_ZX5 Unknown 46.87
/| Report 0 |AccessionCode._| Unknown 54.27
Export to EBF Compatible LIMS X 49.38
4745 -
0 Successfully exported the file: C:\LIMS\Export_Results\VerifiedSequenceFile_BatchFile230621-20210622-10h51m14s.xml 39.03 -l
L 1 J >
< | = Compound itq x
Q 500.90>293.10 (4}
100.00 oK
1 \Q 1 e Dot (i J
1 ] Weighting: Default (1/A*2)
%- 18- Zero: Default (Not Forced)
_ JMean RF: 5.665278-003
1 12]SD RF: 1.1512372-003
i 1 9%RSD: 20.320933
- ® ]
T Ao W
20 T
50 55 60 65 70 75
RT (min)
ISTD 506.00>293.00 (+) SAled
RT=6.264
100,00
%%
®
.. 4 e,
B e e o e e e B B A B B e e o e e e e e T LI B B e e
50 55 60 65 70 75 0 25 50 75 100 125 150 175 200 225 250 275 300 325 350
RT {min) Conc.Ratio {pg/mL)



Signature verification (Splashlake)
Verification of content integrity

« Adigital signature can be applied to
each worklist and result file.

« Users can verify signature in a
simple web application

« Tamper evident - If a file has been
modified, an alert is displayed to the
user

Public key:

Signature properties:

Validity period:

Format: X.509

Algorithm: RSA

Encoded: MIIBIjANBgkghkiGSw0BAQEFAAOCAQBAMIIBCGKCAQEAXPYZCX
yHk3Qxe04YP20K3/VTQ +bMnk4g4TQiMhZ8thArMENZG2XTmiMC

W 1e6JhwiXv-+HxGIbNRWFn 17EQOTOZCRYVHVCjtyUyU/ESTWQ IF
Nj6hhFQz4Lqx3e64TZdBLfvIx4qsK6j2k5]CyhtG2e37Lm3RrF
SfywVSNpflZIqWd63QEU-+HNHUIUvn7WoKbEVWwWINSP2nIg 1yaT3U
NFC/9ZVygAKN4GXG +GlbxDvCqcueDsuMBkjwIPRFhNX 1;hCnDN
8fmf3pJaqVGPGBfZZFOKEMrCESVFIE 1kv/15mgipNgidOKGUTm
4YRGORrL89BBfoPjyKGm2+wXPXCa/W2I0jwIDAQAB

userName: john.gibbons
timestamp: 2021-01-20709:57:09

Valid signature o

Public key; Format: X.509
Algorithm: RSA
Encoded: MIIBIjANBgkghkiGSw0OBAQEFAAOCAQBAMIIBCaKCAQEAXPYZCX
yHk3Qxe04YP20K3/VTQ +bMnk4q4TQjMhZ8thArMBNZG 2XTmiMC
W 1e6JhwiXv +ixGIbNRWFn 17EqOTOZCRYVHvCjtyUyU/ESrWQ1F
NjehhFQz4Lqx3e64TZdBLfvIx4qsK6j2k5]1CyhtG2e37Lm3RrF
SfywV5SNpflZlqWd63QEU-+HNHUIUvn7WoKbEVWWNSP2nIg1yaT3U
NfC/9ZVygAkN4GXG +GlbxDvCqcueD6uMBkjwIPRFhNx 1jhCnDN
8fmf3pJaqVGPGBFZZfOKEMrCESVFIE 1kv/15mgipNgidOKGUTm
4YRGORrL89BBfoPjyKGm2-+wXPXCa/W2I0jwIDAQAB

Signature properties: userName: john.agibbons
timestamp: 2021-01-20T09:57:09

Validity period: Start: Fri Sep 27 05:40:24 EDT 2019
End: Sat Sep 26 05:40:24 EDT 2020
EXPIRED

Invalid signature 0
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Step 4: Importing the Results back into the LIMS

The LIMS verifies the signed results file [export.xml], if valid, results are stored into the LIMS system

-y

. » ThisPC » Local Disk (C:) » IMfiles » SecureDataTransfer » Result-Import

4 | SecureDataTransfer ~

. Result-Copy
. Result-Error

. Result-lmport

. Sequence

Name

v

Date modified

Type

|| LabSclutions-SDT-run2.xml

|| LabSelutions-SDT-run1.xml

6/23/2021 1:17 PM
6/23/2021 1:17 PM

XML Document

XML Document

Importing an [export.xml] file in
Watson LIMS™

In this screenshot, Watson LIMS users would simply

Jl Downloaded UNKNOWNS

|

Name

Date | Type

SecureDataTransfer [EBF] Plasma

Volume |Description Description

Ascend Descend Scratch Save Print Select Col | Empty Col| Fixed Col | EditTitle
Run Run Run Assay Aot Assay | Assay Instrument I Biol: 1|Standard|  Assay Run
D Status Type P Type Interface Matrix

Instrument Parameters

Result Tr

Parameter

Value

ion to Import

{TestStudy1-Run5(20210622_1044). xmlH2021-

L abS olutions-5D T-runl.xml}{2021-06-23 13:14:

{LabSolutions-SD T-run2.xml}{2021-06-23 13:18: 20HWAT SON76IM32Hc: \imfiles\securedatatra

06-22 11:13:49H{WAT SON7EIM32Hc: himfileshse
O0HWATSON76IM32Hc: \imfiles\securedatatra|

choose a Run, click [Import] and select the
[export.xml] file.

A Background process will verify the validity of the
file using the submitter’s public key.

Only validated files can be selected in the LIMS.
Invalid files will go to a error-folder.

Sequence File

Update Raw Data

Update Conc. Data

Import

Reassay Tagging /

Accept
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1/11SDT-001 CALO111
1/11SDT-001 CALO111
1/11SDT-001 CALO111
2/12SDT-001CALO211
2/12SDT-001CALO211
2/12SDT-001 CALO211
3/13SDT-001 CALO311
3/13SDT-001CALO311
3/13SDT-001CALO311
4 14SDT-001CALO411
4 14SDT-001CALO411
4 14SDT-001CALO411
5/15SDT-001 CALO5 11
5/15SDT-001 CALO5 11
5/15SDT-001 CALO5 11
6/16SDT-001 CALO611
6 16SDT-001CALO611
6/16SDT-001 CALO611

Height

4359.81
6975.696

27518.02
44028.832

2984.32
4774912

27304.88
43687.808

2990.21
4784336

2762621
44201.936

1991
19.91

596.19
596.19

14.95
1495

605.05
605.05
13.56
13.56
596.79
396.79

IS Height | Instrument

Response

Assay
Date/Time

218.975892| 11/3/2015 13:33 DrugX
350.361426 11/3/2015 13:33 Drugy¥

11/3/2015 13:53 DrugZ

46.156460 11/3/2015 13:36 DrugX
73.850336 11/3/2015 13:56 DrugY

11/3/2015 13:56 DrugZ

199.620067 11/3/2015 13:59 DrugX
319.392107 11/3/2015 13:39 Drug¥

11/3/2015 13:39 DrugZ

45.128303 11/3/2015 14:02 DrugX
72205286 11/3/2015 14:02 DrugY

11/3/2015 14:02 DrugZ

220.516962 11/3/2015 14:05 DrugX
352.827139 11/3/2015 14:05 Drug¥

11/3/2015 14:05 DrugZ

46.291342 | 11/3/2015 14:08 DrugX
74.066147 11/3/2015 14:08 DrugY

11/3/2015 14:08 DrugZ

Analyte | Intemal

Standard
I8-X
Is-Y
1S-Z
I8-X
Is-Y
1S-Z
I8-X
IS-Y
1S-Z
18-X
Is-Y
1S-Z
I8-X
Is-Y
1S-Z
18-X
IS-Y
1S-Z




Example
AnIML XML file containing analytical results

<?xml version="1.0"?>
- <AnIML=>
+ <SampleSet>
- <ExperimentStepSet>
- <ExperimentStep Name="Bioanalysis" experimentStepID="el1">
+ <Method>
- <Results Name="Analytical Result">
- <SeriesSet Name="Results Table" length="48">
+ <Parameter Name="Sample Name" seriesType="String" seriesID="s1" dependency="dependent">
+ <Parameter Name="Analyte Name" seriesType="String" seriesID="s2" dependency="dependent">
+ <Parameter Name="Concentration" seriesType="Float32" seriesID="s3" dependency="dependent">
+ <Parameter Name="RT" seriesType="Float32" seriesID="s4" dependency="dependent">
+ <Parameter Name="Area" seriesType="Float32" seriesID="s5" dependency="dependent">
+ <Parameter Name="Area %" seriesType="Float32" seriesID="s6" dependency="dependent">
+ <Parameter Name="Height" seriesType="Float32" seriesID="s7" dependency="dependent">
+ <Parameter Name="Height %" seriesType="Float32" seriesID="s8" dependency="dependent">
+ <Parameter Name="Concentration Ratio" seriesType="Float32" seriesID="s9" dependency="dependent">
+ <Parameter Name="Area Ratio" seriesType="Float32" seriesID="s10" dependency="dependent">
+ <Parameter Name="Height Ratio" seriesType="Float32" seriesID="s11" dependency="dependent">
+ <Parameter Name="Internal Standard Name" seriesType="String" seriesID="s12" dependency="dependent">
+ <Parameter Name="ISTD Concentration" seriesType="Float32" seriesID="s13" dependency="dependent">
+ <Parameter Name="ISTD RT" seriesType="Float32" seriesID="s14" dependency="dependent">
+ <Parameter Name="ISTD Area" seriesType="Float32" seriesID="s15" dependency="dependent">
+ <Parameter Name="ISTD Height" seriesType="Float32" seriesID="s16" dependency="dependent">
</SeriesSet>
</Results>
</ExperimentStep>
</ExperimentStepSet>
+ <Signatures>
</AnIML>
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Example in Splashlake Viewer

eoe ([ v

((*)) splashlake Viewer

A Samples
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
SteroidsMix
MeOH
MeOH

{i} Experiments
Bioanalysis

£0)  Audit Trail

Ow Signatures

<

[ < I I I < B <

0O00O0OO0OD0Oo

O

Result data

n i e Con ainin ana ica resu S o o ED 4 < localhost:8080/#/document/_instantView_af5aeb26-5737-410b-8 U ¢ @ ﬂ] + [{3_]
AnIML XML file containing analytical result
((*)) splashlake Viewer HovE @ & B
A S {&} Bioanalysis el X
localhost:8080/#/document/_instantView_af5aeb26-5737-410t G e SteroidsMix D
— Result: Analytical Result
Hd SteroidsMix O
Sample ... Analyte ... Concentr... RT Area Area % Height Height % Concentr...
SteroidsMix O SteroidsMix ~ DHEA-DS IST 2.0 2,079 739170.0 1.0 181835.0 1.0
o o Soraii o SteroidsMix ~ C13-Testoster 3.0 2.15 288640.0 1.0 70148.0 1.0
A SteroidsMix  1282015_1147 AM_SteroidsMix_L10_2kV_PP_004 SteroidsMix ~ DHEA-S 0.391342 0.463 9781.0 0.013232 2505.0 0.013778 0.244589
SteroidsMix O SteroidsMix ~ DHEA-D5 IST 1.0 2.077 797798.0 1.0 197574.0 1.0
g::;idsMix :“2';“;:)[12_1147 oy T— St 0 Steroigshix  C13-Testoster 1.0 2.148 2969050 1.0 72643.0 10
SteroidsMix ~ DHEA-S 0.088922 0.463 4178.0 0.005237 1336.0 0.006763 0.111153
= SteroldsMix o SteroidsMix ~ DHEA 99.557396  1.577 2718414.0  3.738667 719828.0 3.958834 132.7432
SteroidsMix O SteroidsMix ~ DHEA-DS IST 1.0 2,081 727108.0 1.0 181828.0 1.0
A SteroidsMix 1282015_1147 AM_SteroidsMix_L11_2KV_PP_003 S 0 SteroidsMFx DHT 96.495636  2.62 324234.0 1.060631 71954.0 0.961252 128.66084
SteroidsMix C13-Testoster: 1.0 2.151 305699.0 1.0 74855.0 1.0
Name* Sample ID* SteroidsMix 0 SteroidsMix ~ DHEA-S 10317112 0.462 5617760.0  7.726171 18144550  9.978948 128.9639
SteroidsMix 1282015_1147 AM_SteroidsMi cison = SteroidsMix ~ DHEA 34.5362 1577 997853.0 1.295246 254976.0 1.335921 46.04827
SteroidsMix ~ DHEA-D5 IST 1.0 2,081 770397.0 1.0 190862.0 1.0
B | MeOH 0O SteroidsMix ~ DHT 37.198185  2.62 124296.0 0.414826 27071.0 0.372609 49.59758
o o &  Experiments SteroidsMix ~ C13-Testoster 1.0 2.151 299633.0 1.0 72652.0 1.0
A SteroidsMix 1282015_1147 AM_SteroidsMix_L2_2kV_PP_012 SteroidsMix ~ DHEA-S 39.61367 0.462 22847430  2.96567 733226.0 3.841659 49.51709
Bioanalysis SteroidsMix ~ DHEA 16.947666  1.576 487257.0 0.634289 124346.0 0.657696 22.59689
Neme® SampiiD” o £ Audit Trail SteroidsMix  DHEA-DS IST 1.0 2078 7681940 1.0 189063.0 1.0
SISIDICEMIK 126820151147 AM_SteroidsMi SteroidsMix ~ DHT 16.93969 2616 57821.0 0.194192 13058.0 0.182239 22586252
O= Signatures SteroidsMix ~ C13-Testoster. 1.0 2.149 297753.0 1.0 71651.0 1.0
SteroidsMix ~ DHEA-S 18.503576  0.462 1063571.0  1.384508 336318.0 1.778872 23.129473
A SteroidsMix 1282015_1147 AM_SteroidsMix_L3_2kV_PP_011 SteroidsMix ~ DHEA 6.991315 1.579 213367.0 0.260141 53973.0 0.26701 9.321753
SteroidsMix ~ DHEA-D5 IST 1.0 2,082 820200.0 1.0 202137.0 1.0
iigia SR SteroidsMix ~ DHT 6.602656 2,622 24814.0 0.081611 5575.0 0.074807 8.803542
SteroidsMix 1282015_1147 AM_SteroidsMi r 4 13T A 2452 3A4048-0. S #5220 "
A SteroidsMix 1282015_1147 AM_SteroidsMix_L4_2kV_PP_010 X

Worklist and sequence data
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The same data set is now available for data
analytics and long-term archival. Secure
transfer from CRO to sponsor is available.



Getting Started

Why and how can you get SOFT to work for you?

I Presented at the 15" EBF Open Symposium
The product pathway: A vendor-neutral secure data transfer process between LIMS/ELN and LC-MS/MS instruments for bioanalysis



Why introduce SOFT today?

Advantages for different stakeholders

Scientist QA

e Improved data
integrity

® Robustness and
tamper-evidence

e Modular and
scalable validation

e Fewer QC checks
e Saved time
e Less typing

¢ Problems easier to
catch

IT

Regulators

e Common approach
that scales across
pharma and CROs

¢ Easier audits

e Simple and scalable

e Improved data
security

* No more proprietary
approaches

(4
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How to get started with SOFT
What's next

Vendors have adopted SOFT
Shimadzu, Splashlake and Thermo Fisher are able to support a rollout

Initial organizations have deployed SOFT
Experience from rollouts in actual labs

Continued collaboration in the SOFT working group
Regular meetings to drive adoption, please join

Open invitation to other vendors, users and regulators
Please join our friendly community
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