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SaaS — for Productivity and Compliance
Applying Software as a Serviee (SaaS) to Enhance Productlwty and

Compliance in the End-to-End Workflows
15t EBF-Open Symposium, Barcelona 2022, Norbert Bittner »
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Why going Digital

» Electronic laboratory record keeping promises:

I Have a fully integrated environment with "#"$%&'()*+"#&)'%"'1%,")-./'0/%1
I ... thatis /"2&.3%+""0/1$%"44/22&5./%"1%26"*/!

» Ultimate goals are to

I Increase efficiency
I Ensure data integrity
I Reduce overall cost

U P todata



Going Paperless

» Going paperless seems to be easy in BioA:

I Introduce Electronic laboratory notebooks (ELNs) to replace paper documentation
I Introduce a LIMS for sample management and analytical run set up

I Use LIMS/Excel for Data processing
I Use Word for Report writing and store the documents controlled in a Document Management Systems

» The work of the EBF working group on data transfer from/to LCMS and other devices shows that it isn’t that
easy

» You have to rethink processes to achieve digitialization

U Ptodata



Classification of Terms

» Terms that correlate

I Paperless-Lab

« “Paperless laboratory — business process reengineering. The goal of the digital transformation is to
)Tl "B)*"#)*3%8*)4/22/2%"1%!"#" Yo +""0/+/'#%"4#&T&#&/2  from paper to computerized
systems. Processes should be then reviewed, modified and designed to clearly define how the entire
data life cycle will be covered.” (NL24, https://www.nl42.com/setting-stage-for-paperless-laboratory)

I Digitalization

« “...is the use of digital technologies to 46"0/ "%592&'/22%+)!/.%"'1%8*)7&!/%'[-%*/7/'9/%""%
7".9/ :8%)194&'0%)88)*#9'&#&/2 .” (Gartner Glossary, https://www.gartner.com/en/information-
technology/glossary/digitalization)

U Ptodata


https://www.nl42.com/setting-stage-for-paperless-laboratory

Going from Analog to Digital vs Digitalization

g
‘ P

napster

Logging on to Server...

User status
| I

Cancel
& spotify: amazon music
i
@& wusic
1900 - analog 1980 - digital 2000 — disruptive technology 2020 — new business models
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The Cloud Promise: Total Cost of Ownership

On-Premises Cloud Computing

9% 68%

Software Licenses Subscription Fee

Customisation &

Implementation,
Implementation

Customisation &
Training

Hardware
IT Personnel
Maintenance

Training

Ongoing Costs Ongoing Costs
- Apply Fixes, Patches, Upgrade - Ongoing burden on IT - Subscription fee

- Downtime - Maintain/upgrade hardware

- Performance tuning - Maintain/upgrade network

- Rewrite customizations - Maintain/upgrade security

- Rewrite integrations - Maintain/upgrade database

- Upgrade dependent applications

People

https://www.simplifield.com/blog/saas-vs-on-premise-looking-beneath-the-surface
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On-Premise vs. Cloud — Benefits and Risks

<t +&2/ =""=06>/8.)3+/'#

» Control
I All data on premise of company I Ownership of data is contractually defined and
I Full control (for better or worse) ensured by provider

I Keys and Data partially controlled by provider

w

Security

I Security and privacy handled by company I Security and privacy handled by provider

I Malicious or targeted cybercrime is a concern I Depending on company size, higher security
I Separation of workstation and data

» Compliance
I Ensured and implemented by company I Implemented by provider
I Ensured by company
« Availability
I Offline availability I Online available from everywhere

I Scalability

U Ptodata



Introducing Digital Technologies in Pharma

» GAMP Guideline leads the paths

I Category 4 — Configured Systems
I Key is “Responsibility”

I If you want to use a computerized system in regulated
Pharma — this is inevitable

» Responsibilities in Life-Cycle
I Concept

I Project
« Computerized Systems Validation
* Infrastructure
I Operation
« Risk Mgmt., Personnel, Suppliers, Storage, Change,
Security, Incidents, Business Continuity
I Retirement
 Archiving, Migration

Primary
Responsibility
Regulated
Company
| Requirements A
Testing
Functional
Specification Testing Verification
Configuration
Testing
Configured Product
\4
Supplier
Configurable Product Supplier
QMs
Figure 4.1: Project Stages and Supporting Processes within the Life Cycle
. Potential
’/.Prolecl Stages Retention,
 Migration,
i i i Destruction
— =} =] : —
¥ [} [ | [ [ \
" Retirement
Changes
Risk Management, Design Review, Change and Configuration M T bility, D M
Supporting Processes
Concept! Project Operation Retirement
R S s :
Supplier ! ! !
Involvement ~-==r-tmoereee B e e S R A »

I"H$96& ()*&+,-).& | &O12B6278&,99"H#6:;&<H&=H$I> HDFGISIA<T7"1B78&(C2<7$2 u p t O d a t a



Computerized "#$%&#

Figure 2.2: Computerised System - from PIC/S Guidance

Software

Hardware

Firmware

Computer System
(Controlling System)

Operating
Procedures
and People

Equipment

Controlled Function
or Process

Computerised System

Operating Environment
(including other networked, or standalone computerised systems, other
systems, media, people, equipment and procedures)

PIC/S Good Practices for Computerised Systems in Regulated “GXP” Environments’ (Pl 011).

%8 ()*&+,-).& | 8012862788, 99"#6::&<H&=#$9> HDF&SIA<T"1B788&(C2<7$2
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Shared Responsibility Models (You and Other)

On-Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)
a % “é, i
Applications Applications E Applications Applications
=

—

Middleware Middleware

You manage

iddleware

Middleware '

Virtualization Virtualization Q Virtualization
B

z

Virtualization

You mfnage
|
sabeuepy 1BYIO

sabeuey 19410

Networking i Networking — Networking Gl Networking

I"HSUBQFF ), I+ K &J0-1)*&21+)* B $H5 $0607@B3*7H/475131594#1"0. £51),*:/0-;:<=>>2=@=?
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The Cloud You will Encounter

Worldwide Public Cloud Services, 2021 Market Shares

Foundational Cloud Services SaaS Applications

24.0% 40.0%

25% s $132.6B

67.8%
5.5% '
6-1% ~

21.9%

m Amazon Web Services m Microsoft m Microsoft m Salesforce.com

m Alibaba Group m Google m SAP m Oracle

= |BM Others = Google Others

- IDC Source: |IDC Worldwide Semiannual Public Cloud Services Tracker, 2H 2021
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Mixed Responsibility Model for SaaS

You mfnage

On-Premises

Applications

Storage

Networking

=

You manage

Infrastructure
(as a Service)

Applications

Data

Runtime

Middleware

O/S

Virtualization
Servers

Storage

ge

1

You mana

Platform
(as a Service)

Applications

0O/S

Data

Runtime

Middleware

Networking

sabeuey 12410

Virtualization

Servers

Software
(as a Service)

Software-
Vendor

sabeuepy 19410

AWS or AZURE

Storage

Networking

sabeuepy JBY10
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Real-World Cloud Infrastructure Approaches to Achieve GxP-Compliance

» Amazon AWS Approach

s Microsoft Azure Approach

D

< Responsibility Customer Responsibility >

Customer Accountability

<

AWS

Applications

Building Blocks

Regulated Landing Zone

AWS Services

Customer management of risk

Data classification and accountability

Shared management of risk

Identity & access management | Endpoint devices

Provider management of risk
Physical | Networking

. Cloud Customer

Cloud Provider

Responsibility

Data classification
and accountability

Client & endpoint
protection

Identity & access
management

Application
level controls

Network controls

Host infrastructure

Physical security

GAMP 5: A Risk-Based
Approach to Compliant GxP
Computerized Systems

GAMP Good Practice Guide:
IT Infrastructure Control and
Compliance 2nd Edition

A)59%B!" #$%&&3;(+'$$"+"0, (,59&'10" #+#*)$&, 5% 7 CHF& DE2:0..FGH: 28$"*9$(#3/

On-prem laaS PaaS SaaS

O
AN | [ [
Ahh
AR

From: https://azure.microsoft.com/mediahandler/files/resourcefiles/microsoft-azure-gxp-guidelines-april/Microsoft%20Azure%20GxP%20Guideline%20(FINAL)%20July%202020.pdf
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Software Vendor Responsibility

» Has to follow
I GAMP / GMP Annex 11 /21 CFR Part 11

»  Separation of customer data
I Single- / Multi-tenant

9 o

S3 Bucket  Database

s Audit

'3 Se N
&, PSRN
/%'s"&/ .
o

i
client. studygen.netfile=A4D3FF54FFAD

I Compliance with regulations
| Service ProviderOQuality Management System

= Are integrit?/, accessibility, readability and
confidentiality of data ensured ?

s+ Gray area: Guidelines are not aware of current
technologies

= Serverless-Environment
» Qualified environment by AWS/Microsoft

up to data: studygen, Validation Plan - High Level Design Assessment
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Available Solutions

» All major LIMS vendors have or have announced their platform in the cloud as an option

I These are cloud versions of their on-premise software

» Today, solutions natively designed for cloud follow the typical APP approach

I Small and lightweight

I Focused — specialized and powerful

I Modular — combine APPs to add functionality
I =4".&'0%98%"1%!)-'% — virtually no user limit

U P todata



Our Cloud Journey

» 2021 and most of 2022: Reporting-as-a-Service (RaaS) without LIMS/from device software

it . * EUROPAISCHE UNION
% Rhemlandpfalz - *: Investition in unsere Zukunft

*

I 2021 — LCMS based feasibility study funded by MINISTERIUM FOR and W Europaischer Fonds

WIRTSCHAFT, VERKEHR, * x X .. . .
LANDWIRTSCHAFT fur regionale Entwicklung

UND WEINBAU

I 2022 — adaptation to different areas (e.g. Immunogenicity) and devices (Waters, MSD)

1 2022 — Initial Release 1.0 as “single tenant” solution (Private SaaS on AWS)
1 2023 — Release 1.1 as "multi-tenant”
I 2023 — Release 2.0 providing “sample handling”

» 2023 — Using release 1 as foundation to migrate iStudyReporter functionality to the cloud as SaaS

i Rheinland] falz

MINISTERIUM FUR and
WIRTSCHAFT, VERKEHR,

LANDWIRTSCHAFT

UND WEINBAU

EUROPAISCHE UNION
Investition in unsere Zukunft
Europaischer Fonds

fur regionale Entwicklung

I Continued research & development project funded by

U P todata



Release 1.0

-

LCMS based

I Pull data from SCIEX Analyst
I Bioanalytical Study Report
I Repeat-Analysis and ISR-workflow

» Development of regulatory framework

supported by

I Bob McDowall

Practical experience of Idorsia (,,Cloud-
first approach®, see
https://aws.amazon.com/solutions/case

Summary Sample Report

-studies/idorsia-case-study/)

Table _table_number_ Summary of & ===m»=

[Calibration Curve Cor
Range

lQuality Control (QC) €
Concentrations
Regression Type
Quantitation Method

Calibration Standards

Quality Control Sampl|

[Information [Data |

Analyte = == |

Matrix _Table 3 Equations describing the calibration curves of s

W batch range weighting factor equation r2

Detector 1 500 - 200000 ng/mL x2 y =0.00013 x + 0.00246 1.00

Extraction Technique 2 500- 200000 ng/mL X2 y =0.000132 x +-0.00448___0.999

Extraction 3 1.00 - 1000 ng/mL. X2 y =0.00886 x + 0.00106 0996

Samble Vol 4 1.00 - 1000 ng/mL. Ux? y =0.00859 x +-0.000483 __ 0.999
ample Volume 5 1.00 - 1000 ng/mL 1 y=00106x +0.00313 __ 0998

Table 4 Summary of [ ===m==calibration samples in Mouse plasma in the 500-200000 ng/mL range
500 1000 5000 20000 50000 100000 160000 200000
Batch ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL
Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD
1 493 14 1030 3.0 4990 -0.2 20400 2.0 49300 -1.4 102000 2.0 156000 -2.5 197000 -1.5
2 478 44 1100 10.0 4840 -3.2 18900 -5.5 51000 2.0 98400 -1.6 165000 3.1 201000 0.5

N 2 2 2 2 2 2 2 2

Mean 486 1070 4920 19700 50200 100000 161000 199000
sb

%CV.

%RD

Table 5 Summary of i *==m=calibration samples in Mouse plasma in the 1.00-1000 ng/mL range

1.00 2.00 5.00 25.0 100 400 800 1000

Batch ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL ng/mL
Conc_%RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD Conc %RD

5 1.02 20 183 -85 542 84 264 56 102 20 397 -08 760 -50 955 4.5
4 0961 -39 215 75 *6.04 *20.8 260 40 995 -05 398 05 786 -18 952 48
3 0965 -35 202 1.0 566 132 272 88 985 -15 367 -83 804 05 895 -105
N 3 3 2 3 3 3 3 3
Mean 0.982 2.00 5.54 26.5 100 387 783 934
SD 0.0269 0.131 0.499 1.47 14.4 18.1 27.6
%CV 27 6.6 1.9 1.5 37 23 3.0
%RD  -1.8 0.0 6.1 0.0 -3.2 -2.1 -6.6
Table 6 Summary of mm ““sm= QC samples in Mouse plasma in the
2.00-800 ng/mL range
2.00 50.0 800
Batch Rep ng/mL ng/mL ng/mL
Conc %RD Conc %RD Conc %RD
1 1.89 -5.5 49.4 -1.2 788 -1.5
5 2 1.70 -15.0 46.2 -7.6 778 -2.8
3 *1.66 *17.0 47.9 4.2 741 -74
N 2 3 3
Mean 1.80 47.8 769
SD 1.6 248
%CV 3.3 32
%RD 43 -3.9
1 2.02 1.0 49.8 -04 770 -3.8
4 2 1.88 -6.0 48.3 -3.4 796 -0.5

3 1.99 -0.5 54.1 8.2 775 -3.1


https://aws.amazon.com/solutions/case-studies/idorsia-case-study/

v Samplc Tracking Change Sample Location  Generate Logs

Release 2.0

Reset Grid G- G Q
. Sample Handling ’ j}P!ZOOHRS :/23/2022 142 PM ? i-m@-m-dau(om jmpmenl %
Disposed
I Sample receipt and disposal ez
I Sample location tracking ¥ oy tow Jw
4 o Reset Grid o Q

Run/Plate setup

Preparation and tracking of material e | P - — = T
(StOCk) STD, QC) IS! e Reagents’ ~ Count: 1 | 8
Reference) S

Samples In Run

Reset Grid G m
FUII ICH M1O report - mmmmmﬁém@mlxn A12

89 Select Sequence

» Tables with standards tracking . fom G @0 uswaaa
» = DI D2 D3 D4 DS D6 D7 D8 D9 1 2 3 4 5 1 2 3 4 5
: B E2 EB3 E4 E5S E6 E7 68 E9
+ Tables with reagents, stock- Bl Hir{rieelwm~d B A
k' I H E0ng Gl G2 G3 G4 G5 G6 G7 G8 G9 g B
/working solutions Gl el w e wid
Song Plate# zu C i
=0rag Al A2 A3 A4 AS A6 A7 A8 A9 D D
=0rag Bl |B2/B3 )84 8586 67 )88 )08 Left to right, Top to bottom Top to bottom, left to right
€1 C C3 C4 C5 C6 C7 C8 O
4 2 DI D2 D3 D4 DS D6 D7 D8 D9 e =i i ol
B E2 B E4 E5 €6 E7 8 £ A A
F1 F2 F3 F4 F5 F6 F7 F8 F9
Gl G2 G3 G4 G5 G6 G7 G8 G9 8 2
H1 H2 H3 H4 HS H6 H7 H8 H9 (o (5
We il sav this infofor net step B ° .
Left to right, Top to bottom (Continuous) Top to bottom, left to right (Continuous)

T O

End at A1-2Start from A1-2

il




Summary
» Digitalization

I You better think twice when replacing an analog process with a digital process
» Where are the potentials for your business

» Software-as-a-Service

I High potential in cost-saving and overall efficiency improvements
I You can implement a GxP compliant cloud solution

I ?6&2%&2%8"#6%#)%#6/%(9#9*/
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Thank you for your attention gen

Norbert Bittner
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