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Why going Digital

Electronic laboratory record keeping promises:

§ Have a fully integrated environment with !"#"$%&'()*+"#&)'%"'!%,')-./!0/%1
§ … that is /"2&.3%+"'"0/!$%"44/22&5./%"'!%26"*/!

Ultimate goals are to

§ Increase efficiency
§ Ensure data integrity
§ Reduce overall cost
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Going Paperless

Going paperless seems to be easy in BioA:

§ Introduce Electronic laboratory notebooks (ELNs) to replace paper documentation 
§ Introduce a LIMS for sample management and analytical run set up 
§ Use LIMS/Excel for Data processing
§ Use Word for Report writing and store the documents controlled in a Document Management Systems

The work of the EBF working group on data transfer from/to LCMS and other devices shows that it isn’t that 
easy

You have to rethink processes to achieve digitialization
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Classification of Terms

Terms that correlate

§ Paperless-Lab

• “Paperless laboratory – business process reengineering. The goal of the digital transformation is to 
4)'7/*# ."5)*"#)*3%8*)4/22/2%"'!%!"#"%+"'"0/+/'#%"4#&7&#&/2 from paper to computerized 
systems. Processes should be then reviewed, modified and designed to clearly define how the entire 
data life cycle will be covered.” (NL24, https://www.nl42.com/setting-stage-for-paperless-laboratory)

§ Digitalization

• “… is the use of digital technologies to 46"'0/ "%592&'/22%+)!/.%"'!%8*)7&!/%'/-%*/7/'9/%"'!%
7".9/ :8*)!94&'0%)88)*#9'&#&/2 .” (Gartner Glossary, https://www.gartner.com/en/information-
technology/glossary/digitalization)

https://www.nl42.com/setting-stage-for-paperless-laboratory
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Going from Analog to Digital vs Digitalization

1900 - analog 1980 - digital 2000 – disruptive technology 2020 – new business models
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The Cloud Promise: Total Cost of Ownership

https://www.simplifield.com/blog/saas-vs-on-premise-looking-beneath-the-surface
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On-Premise vs. Cloud – Benefits and Risks

;' :<*/+&2/

Control
§ All data on premise of company
§ Full control (for better or worse)

Security
§ Security and privacy handled by company
§ Malicious or targeted cybercrime is a concern

Compliance
§ Ensured and implemented by company

Availability
§ Offline availability

=""=%>/8.)3+/'#

§ Ownership of data is contractually defined and 
ensured by provider

§ Keys and Data partially controlled by provider

§ Security and privacy handled by provider
§ Depending on company size, higher security
§ Separation of workstation and data

§ Implemented by provider
§ Ensured by company

§ Online available from everywhere
§ Scalability
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Introducing Digital Technologies in Pharma

GAMP Guideline leads the paths

§ Category 4 – Configured Systems
§ Key is “Responsibility”

§ If you want to use a computerized system in regulated 
Pharma – this is inevitable

Responsibilities in Life-Cycle
§ Concept

§ Project
• Computerized Systems Validation
• Infrastructure

§ Operation
• Risk Mgmt., Personnel, Suppliers, Storage, Change, 

Security, Incidents, Business Continuity
§ Retirement

• Archiving, Migration
!"#$%&'()*&+,-).& / ,&0123456278&,99"#6:;&<#&=#$9>16?<&+@)=#$9A<7"1B78&(C2<7$2
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Computerized !"#$%&#

!"#$%&'()*&+,-).& / ,&0123456278&,99"#6:;&<#&=#$9>16?<&+@)=#$9A<7"1B78&(C2<7$2
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Shared Responsibility Models (You and Other)

!""#$%&&'''()*$*+),!-+"*(.*" &/0-1)*&2!+)*34)*$#5.$06070"84953*745/4,75134,59#1"0.- 4251),*:/0-;:<=>>?=@=?
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The Cloud You will Encounter
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Mixed Responsibility Model for SaaS

AWS or AZURE

Software-
Vendor
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Real-World Cloud Infrastructure Approaches to Achieve GxP-Compliance

Amazon AWS Approach

Microsoft Azure Approach

From:  https://azure.microsoft.com/mediahandler/files/resourcefiles/microsoft-azure-gxp-guidelines-april/Microsoft%20Azure%20GxP%20Guideline%20(FINAL)%20July%202020.pdf

A)59%B!""#$%&&3;(+'$$"+"0,(,59&'!0"*#+#*)$&,59#70+.,*&C$0.-:DE2:0.:FGH:28$"*9$(#3/
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Software Vendor Responsibility

Has to follow 
! GAMP / GMP Annex 11 / 21 CFR Part 11

Separation of customer data
! Single- / Multi-tenant

Audit

! Compliance with regulations
! Service ProviderÕsQuality Management System
§ Are integrity, accessibility, readability and 

confidentiality of data ensured ?

Gray area: Guidelines are not aware of current 
technologies

§ Serverless-Environment
§ Qualified environment by AWS/Microsoft

up to data: studygen, Validation Plan - High Level Design Assessment



!#

Available Solutions

All major LIMS vendors have or have announced their platform in the cloud as an option

§ These are cloud versions of their on-premise software

Today, solutions natively designed for cloud follow the typical APP approach

§ Small and lightweight
§ Focused – specialized and powerful
§ Modular – combine APPs to add functionality
§ =4".&'0%98%"'!%!)-'% – virtually no user limit 
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Our Cloud Journey

2021 and most of 2022: Reporting-as-a-Service (RaaS) without LIMS/from device software

§ 2021 – LCMS based feasibility study funded by      and

§ 2022 – adaptation to different areas (e.g. Immunogenicity) and devices (Waters, MSD)

§ 2022 – Initial Release 1.0 as “single tenant” solution (Private SaaS on AWS)
§ 2023 – Release 1.1 as ”multi-tenant”
§ 2023 – Release 2.0 providing “sample handling” 

2023 – Using release 1 as foundation to migrate iStudyReporter functionality to the cloud as SaaS

§ Continued research & development project funded by and
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Release 1.0

LCMS based

§ Pull data from SCIEX Analyst
§ Bioanalytical Study Report
§ Repeat-Analysis and ISR-workflow

Development of regulatory framework
supported by

§ Bob McDowall
§ Practical experience of Idorsia („Cloud-

first approach“, see
https://aws.amazon.com/solutions/case
-studies/idorsia-case-study/)

https://aws.amazon.com/solutions/case-studies/idorsia-case-study/
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Release 2.0

Sample Handling

§ Sample receipt and disposal
§ Sample location tracking
§ Run/Plate setup
§ Preparation and tracking of material 

(Stock, STD, QC, IS, …, Reagents, 
Reference)

§ Full ICH M10 report
• Tables with standards tracking
• Tables with reagents, stock-

/working solutions
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Summary

Digitalization

§ You better think twice when replacing an analog process with a digital process
• Where are the potentials for your business 

Software-as-a-Service

§ High potential in cost-saving and overall efficiency improvements
§ You can implement a GxP compliant cloud solution

§ ?6&2%&2%8"#6%#)%#6/%(9#9*/
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Thank you for your attention
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