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IThe Challenge

Improve data security and data integrity in LIMS-to-Instrument integration.

ITypicaI bioanalytical integration scenario:
* Transferring sequence worklist information from a LIMS to an LC-MS instrument
° Returning LC-MS result information back to a LIMS
... to form a secure and compliant closed loop
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I The journey to improved data security and DI compliance

White Paper

IThe challenge reported in EBF White Paper
‘Current products still force the bioanalytical laboratories into
manual and time-consuming quality-control steps to mitigate the DI

For reprint orders, please contact: reprints@future-science.com

risks. With the increased number of citing’s during health authority Improving data integrity in requlated

inspections over the last few years, the message is clear: DI issues bioanalysis: proposal for a generic data

must be resolved!’ transfer process for LC-MS from the
European Bioanalysis Forum
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showcase that progress can be made relatively simple if and when Authorforcontespondence: charGe b fed

all agree on a common standard.

This resulted in a joint effort of the user and vendor community to create a
vendor-neutral, standards-based solution, as reported in this presentation.
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A traditional data transfer cycle

Current data transfer cycles require manual and time-consuming quality-control steps to mitigate the DI risks.
Limitations include; ASCII / human readable files, it is a proprietary solution, and it is not secure.

1

LIMS generates a [sequence.txt]
and stores it on a server

LIMS/ELN
Data management system
on a server

4

Import [export.txt] from
folder into the LIMS/ELN
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2

Import the [sequence.txt] file to the
LC-MS batch editor

Personal folder on a
departmental server

LC-MS

Local instrument PC

Folder on departmental
server (restricted writing
privileges)

3

After acquisition and processing of data
create [export.txt] from the final results
table and save file to departmental server

=
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Key points for a solution
Transferring sequence information from a LIMS to a LC-MS instrument and exporting LC-MS results back to a LIMS.

Making make data transfer more secure
Make it easier to audit

I Mitigate DI risks

The proposed changes for any LC-MS user are near-zero.

I Have a near-zero impact for any user experience
Sample batches can be loaded from the same folder location and results exported with a single click

Standardized solution for all software / instrument interfaces
No proprietary solution required for specific LIMS-Instrument combinations
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A proposed way forward; replacing .txt files with digitally signed .xml files
Advantages include; Ascii / human readable files, it is a standardized solution, and it is a secure
The security is based upon a private-public key digital signature pairing

1 2
LIMS generates a sequence Import the sequence file [sequence.xml]

file [sequence.xml] Verify the digital signature with a public
Digitally sign with a private key and import the sample sequence into

key the LC-MS
Personal folder on a
departmental server
LIMS/ELN LC-MS
Data management system Local instrument PC
on a server
e Folder on departmental p—
server (restricted writing
\/ privileges) \/
A 3

After acquisition and processing of data
generate a result file [export.xml].
Digitally sign with a private key

Import results to LIMS
Import [export.xml] file
Verify the digital signature
with a public key
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The technical solution

The key point is to mitigate DI risks by making make data transfer more secure, but it is also important to
make it easier to audit and have a near zero impact for any user experience

Standardized Format
Worklist/result information is transferred as a vendor neutral XML file format (data model is flexible and
scales beyond LC-MS workflows; open to all instrument providers; reuses existing schemas).

Data model is derived from the AnIML format

Flexible and scalable beyond LC-MS domain

Standardized Security
Improving security by signing the files with a digital signature using Public / Private key — logic, provided by
the World Wide Web Consortium (W3C) Signature Working Group.
Attributable — you can tell who made a signature
Tamper-evident — you can tell if data has changed since signing
Automated validation — before accepting a file, instrument or LIMS can confirm its provenance
Stored in XML — easy to read and write, broad developer experience
Royalty free logic — free libraries for Java, .net, ...
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The proposed model has 2 files; a worklist file and a results file

The core content was identified in the EBF White Paper
However, it is important to note that the AnIML file format is scalable, and more fields could be added

LIMS to LC-MS Worklist File LC-MS to LIMS Results File
Run/File specific fields Run/File specific fields
Study/project Study
Run/batch file Run
User good laboratory practices (GLP) Date/time
Plate barcode User
File name Plate barcode

File name
Sample specific fields User comments
Sample name/ID
Sample barcode/ID Sample specific fields
Analyte(s)/internal standard(s) name Sample barcode/ID
Dilution factor Analyte(s)/internal standard(s) name
Order number Analyte raw data (peak area, peak height, ratio, etc.)
Plate position Analyte(s) concentrations data
Sample type Dilution factor
Concentration Plate position
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What is a private/public key pairing and a digital signature?
This slide highlights the sequence file data transfer from the LIMS to LCMS (the same technology is used for the return
trip back from the LCMS back to the LIMS)

LIMS

Sequence file

~, Digitally sign a file
LIMS private key

A
Private key — to lock files

< Verify the signed flle
P LIMS
@ Public key — to verify files

LCMS

File can now be opened b
the LCMS software

LIMS public key
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No change in ‘user experience’
A user will be able to open a worklist file, review data and export results, as ‘usual’.

1 2 3 £
LIMS | Generates a LC-MS | The LC-MS user LC-MS | Results are reviewed, LIMS | Stores the data
sequence file opens the sample batch list checked and exported to the

from a folder and acquires LC- LIMS

MS data

- . —-— -

\/ \;/ \\i/ \/

Under the hood

LIMS | generates a sequence LC-MS | opens the sequence LC-MS | the results are sent to LIMS | opens the digitally signed
file, converts it into a digitally file and verifies the signature an export file, the results are export.xml file with a public key
signed XML file format with a with a public key to make converted into an XML format and verifies it has not been
public key and sent to the sure it has not been tampered and digitally signed with a tampered-with. Results are then
‘watcher’ folder. with. A batch file is created to private key. The file is sent to the stored into the LIMS.

run samples LIMS watcher folder.
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Step 1: Export sequence from the LIMS/ELN

Generating a digitally signed [sequence.xml] file

~

—o Cloated

27 Created
28 Created

Watson Message

Sequence data submitted to SecureD ataTransfer [EBF). A

|

0K

One example of Watson LIMS™

generated [sequence.xml] file

In this screenshot, Watson LIMS users would simply click
on a Run to send a sequence file for secure Data Transfer
[EBF]. The digitally signed [sequence.xml] file would then
appear in the ‘Watcher Folder’.

One example is shown below
‘TestStudy1-Run25( ).-xml as the digitally signed
[sequence.xml] file.

‘ Sequence File

(© - 1 » ThisPC »

Local Disk (C:) | » | IMfiles » SecureDataTransfer » Sequence

. SecureDataTransfer
Result-Copy
. Result-Error

. Result-lmport

. Sequence

-~
Name

Date modified Type

|| TestStudy1-Run25(20210622_1044).xml

6/22/2021 10:44 AM XML Document
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Step 2: user opens a sample batch file and acquired LC-MS data

The digitally signed sequence.xml file has been verified by the LC-MS software and the content has been converted

to a vendor specific sample batch file which can be opened as ‘usual’ from a specified location.

| ﬂ = | LIMS
Home Share View
- e / =,
£ B @2 e 8 X =f
— & w3 Copy path
Pinto Quick Copy Paste Move Copy Delete Rename
access Paste shortcut tovr to~ -
Clipboard Organize
<« A > ThisPC » OS(C) » LIMS
[0 Name Date modified Type
Batch File folder
Export_Results File folder
Method File folder
Sequence File folder
Template File folder

LC-MS user

Selects the sample batch file in the
‘usual folder location’ and opens the
sample list in the LC-MS software
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New
folder

[-"_'_b New item ~

1 | Easy access ~

Zero change to the user experience
The LC-MS software detects the [sequence.xml], verifies the signature and converts

the file into the LC-MS sample batch format. The LC-MS user opens the sample

New
batch file in the LC-MS application software.
Size .
One example is shown below.
Postrun | Tray | Vial# | Sample Name Sample ID Sample Type Method File Data File Data Comment

1 1 1 CalibnStd1 PlasmaCalibnStd_0.9695 pg/mL 1:Standard:(l) LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level1_ID1.lcd  |Study_XH1179
2 1 2 CalibnStd2 PlasmaCalibnStd_1.939 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level2_ID2.lcd  |Study_XH1179
3 1 3 CalibnStd3 PlasmaCalibnStd_3.879 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level3_ID3.lcd  |Study_XH1179
4 1 4 CalibnStd4 PlasmaCalibnStd_7.08 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Leveld_ID4.lcd  [Study_XH1179
5 1 5 CalibnStd5 PlasmaCalibnStd_20.14 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level4_ID5.lcd  [Study_XH1179
6 1 6 CalibnStdé PlasmaCalibnStd_40.28 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level6_ID6.lcd  [Study_XH1179
7 1 7 CalibnStd7 PlasmaCalibnStd_105.922 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level7_ID7.lcd  [Study_XH1179
8 1 8 CalibnStd8 PlasmaCalibnStd_210.352 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level8_ID8.lcd  [Study_XH1179
9 1 9 CalibnStd9 PlasmaCalibnStd_280.469 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level9_IDS.lcd  [Study_XH1179
10 1 10 CalibnStd10 PlasmaCalibnStd_350.586 pg/mL 1:Standard LC-MSMS_BioanalysisMethod.lcm CalibnStd_Level10_ID10.lcd  [Study_XH1179
1 1 1 QC checks AQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelAQC_ID1.led  |Study_XH1179
12 1 12 QC checks LQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevellQC_ID2.lcd  |Study_XH1179
13 1 13 QC checks MQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelMQC_ID3.lcd  [Study_XH1179
14 1 14 QC checks HQC 2:Control LC-MSMS_BioanalysisMethod.lcm QC_LevelHQC_ID4.lcd  |Study_XH1179
15 1 15 TimePoint_Pre-Do |AccessionCode_IDX1179_ZX1 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0_ID1.led  [Study_XH1179
16 1 16 TimePoint_0.08h |AccessionCode_IDX1179_ZX2 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.08_ID2.lcd  |Study_XH1179
17 1 17 TimePoint_0.25h |AccessionCode_IDX1179_ZX3 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.25_ID3.lcd  |Study_XH1179
18 1 18 TimePoint_0.50h |AccessionCode_IDX1179_ZX4 0:Unknown LC-MSMS_BioanalysisMethod.lcm SamplelD_t0.50_ID4.lcd | Study_XH1179




Step 3: Export Results (Shimadzu)

Review data and export results

@ LabSolutions Insight (Reviewer) - (VerifiedSequenceFile_BatchFile230621.Icb - LC-MSMS_BioanalysisMethod.lcm (Read Only))  [Pre-Release] - ] X
Shortcuts ~ Compound List x || = Sample Results - Analyte Target x
Name 2 Flag Result SampIeType Std. Conc. (pg/..| Conc. (pg/mL) %Diff | Accuracy(%)| »~
%] %] v v v v v v v
@ M [ 4 |Report N | PlasmaCalibnStd_7.08 pg/mL Standard 7.09 6.85 -3.34 96.66
2 |Internal Standard Target 5 |Report B | PlasmaCalibnStd_20.14 pg/mL Standard 20.14 20.68 2.70 102.70
Ze ro change to the Open & 6 |Report B | PlasmaCalibnStd_40.28 pg/mL Standard 40.28 2003 063 99.37
M 7 |Report N | PlasmaCalibnStd_105.922 pg/mL Standard 105.92 109.96 3.82 103.82
= F [ 8 |Report N | PlasmaCalibnStd_210.352 pg/mL Standard 210.35 223.48 6.24 106.24
user experlence [ 9 |Report N |PlasmaCalibnStd_280.469 pg/mL Standard 280.47 290.47 3.57 103.57
. . AR Report N | PlasmaCalibnStd_350.586 pg/mL Standard 350.59 366.84 4.64 104.64
LC-MS results are reviewed, if changes are M 11 [N Checks OK Il |AQC Control 17.57 18.80 7.00 107.00
’
; 4\ Q 0 ontro 5.68 5.82 239 102.39
made they can be documented in a standard E J - & 13 [odchecksok B [mac Control 17647 188.47 6.80 106.80
. . . . . 14 { y : :
audit trail. In this research application the &4 1 Jofchecksok I JHac _ Contro 26 31600\ P - [T 108 7
Export [ 15 |Report B | AccessionCode_IDX1179_ZX1 Unknown S -0.21 ---- ----
‘ H -
results are exported to ‘EBF LIMS’ using a Results to File M 16 |Report B |AccessionCode_IDX1179_ZX2 Unknown 7.26
. . M 17 |Report B |AccessionCode_IDX1179_ZX3 Unknown ---- 40.79 ---- ----
Slngle CIICk 18 |Refport B | AccessionCode_IDX1179_ZX4 Unknown R 4295 === ===
= .
| Export the current results to a EBF LIMS compatible results file. }19 [ i 1 Access!onCode_IDX1179_ZXS ks — 4687 i —
™7 port B |AccessionCode_IDX1179_ZX6 Unknown ---- 54.27 - -
[Please note, the term EBF LIMS Integration is Report B | AccessionCode IDX1179_2X7 Unknown 4938
. . . . M 22 |Report B | AccessionCode_IDX1179_ZX8 Unknown - 47.45 - ---
simply a ‘placeholder name’ in this research B 25 [Repot W |AccessionCode IDXIT79.2X9 | Unknown 003 - v
application build] < >
~ Compound Details - QC_LevellQC_ID2 - Analyte Target  x || ~ Calibration - Analyte Target x
Q 500.90>293.10 (+) - 1703 | Q 50090>203.10
10000+ ;.g 1y =0.005129508x +0.002061186
7 g JR*=0.9870781 R=0.9935180 "
4 4 134
| = 7 Curve Fit: Default (Linear)
] Weighting: Default (1/A*2) .
%_ 16 Zero: Default (Not Forced)
J E Mean RF: 5.665278e-003
J 14-SDRF: 1.151237e-003
] - 9%RSD: 20.320933
| ® ]
B o o o o o o o o i o o o B ]
50 55 60 65 70 1
RT {min) E
ISTD 506.00>293.00 (+) S4ted ]
RT=6.264 ]
100,00 ]
File * ]
View | ]
Edit J ]
Review E (:) ]
B A o e e o o e e R I B i B o L I o o o o R R e LA o
Report ' ' o &5 70 7 0 s 7 0 1z 10 s 200 ' ' 7 0 w5 3
Explore RT (min) Conc Ratio (pg/mL)




:ﬁ]f':f: utions Insight (Reviewer) - (VerifiedSequenceFile_BatchFile230621.Icb - LC-MSMS_B

O

Shortcuts ~ Compound List x || ~ Sample Results - Analyte Target x
. Name # Flag Result Sample Type Std. Conc. (pg/...| Conc. (pg/mL) %Diff | Accuracy(%)| A
Export message (Shimadzu) - ’ - I —
4 |Report B | PlasmaCalibnStd_7.08 pg/mL Standard 7.09 6.85 -3.34 96.66
1 1 I 2 Internal Standard Target 5 |Report B | PlasmaCalibnStd_20.14 pg/mL Standard 20.14 20.68 2.70 102.70
A Slmple Conflrmatlon Open 6 |Report B | PlasmaCalibnStd_40.28 pg/mL Standard 40.28 40.03 -0.63 99.37
7 |Report B | PlasmaCalibnStd_105.922 pg/mL Standard 105.92 109.96 3.82 103.82
r 8 |Report B | PlasmaCalibnStd_210.352 pg/mL Standard 210.35 223.48 6.24 106.24
E 9 |Report B | PlasmaCalibnStd_280.469 pg/mL Standard 28047 290.47 3.57 103.57
Load Flags 10 |Report B | PlasmaCalibnStd_350.586 pg/mL Standard 350.59 366.84 4.64 104.64
11 |QCChecks OK I |AQC Control 17.57 18.80 7.00 107.00
. /I\ i 5.68 5.82 239 102.39
Exporting results to the LIMS 3 - e g e T T N T
. i . 14 |QC Checks OK | |HQC Control 291.62 316.60 8.57 108.57
Once the export icon is clicked the results are Export 15 |Report I | AccessionCode_IDX1179_ZX1 Unknown -0.21
. 16 |Report B | AccessionCode_IDX1179_ZX2 Unknown 7.26
then automatically processed by the LC-MS 17 |Report B |AccessionCode IDX1179.23____|Unknown 079
. 18 |Report B |AccessionCode_IDX1179_ZX4 Unknown 4295
SOftware’ 19 |Report B |AccessionCode_IDX1179_ZX5 Unknown 46.87
- Results are converted into the [export.xml] /- B_BA % [fepor W AcceonCoce] LT 2
Export to EBF Compatible LIMS X .
format. 145
. . . . : Gk Successfully exported the file: C:\LIMS\Export_Results\VerifiedSequenceFile_BatchFile230621-20210622-10h51m14s.xml 39.03 -l
- The [export.xml] file is signed with a digital (i ) >
private key and moved to the LIMS watcher | Compound = -
folder for verification and upload by the IM. oot o
. ) : k 1 !2 ] Cupce Bt Defauli (linean )
[Please note, the term EBF LIMS Integration is ] Weighting: Default (1/A%2)
. | ¢ | h Id y th h % 16+ Zero: Default (Not Forced)
SImply a placenolaer name In tnis researc | {Mean RF: 5.6652782-003
1 i 1 i 14-4SDRF: 1.151237e-003
application build] _ JooRn s
® ]
Tt AL
0-00””””1”..6.0‘” I6‘5“”“”‘7‘5””
RT (min)
ISTD 506.00>293.00 (+) si'nwl;
RT=6264
10000
File *7
View ]
Edit i
Review B 8
Report R e AR e B e B o o T T R ORI IR B B o S o TR e o SR
H 75 0 25 50 75 100 125 150 175 200 225 250 275 300 325 350
Explore RT (min) Conc Ratio (pg/mL)
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Step 3: Export Results (SCIEX)

Review data and convert results

MassChromatogram| =Bl | Elrt [x [Z]y | B X | v
A SCIEX application converts Analyst files into AnIML 500 |
. 6,000
XML result files: 7 550 | |
S 5000 ‘
1 4,500 | \I
Analyst data files (.wiff): includes sample By
information, method information, technique P—CTaT=Tp = 3000 i
information, spectra and chromatograms. E—————— |
ts:lt;:egndent (y) ts:lt;:egndent (y) :eupzendent (v) :!t;;:: k= 1 '500 | I
. Double Blank oo 1 ' 000 I ‘
Results table (.rdb): includes the results ek i o | |
table, integrated chromatograms and the Doubl Blrk i 0 T :
. . Blank olo 0.0 0.2 04 06 08 1.0 1.2 14 16 1.8 20
audit trail for that results table. = i Time [min]
td 1
:td 1 32 271.20001220703... 140.199997| 276.200012... 140.199997| 1.0D:\AnalystD...
Analyst audit trail (.ata, .atd): includes all s i 1 a0 izzrs. | 340 155587 256200012 | 54015998 oVt
audit records contained in the original files. = % 71 oo izzers. | 340 issss 256 200012 | 54015998 ot
Std 4 1](n] 314.20001220703... 268.100006| 321.200012... 275.100006 1.0|D:\AnalystD...
Std 4 10 271.20001220703... 140.199997| 276.200012... 140.199997| 1.0|D:\AnalystD...

AnIML files converted by SCIEX software provide a complete and accurate representation of the
original Analyst® data, including result table, chromatograms, method and audit trail.
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Signature verification (SCIEX)

Verification of integrity

* Adigital signature can be applied to
each result file.

e Users can verify signature in a simple
dialog

 Tamper evident — Users can check the
digital signature status to determine if a
file has been modified
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Public key:

Signature properties:

Validity period:

Format: X.509
Algorithm: RSA

Encoded: MIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIBCaKCAQEAXPYZCX
yHk3Qxe04YP20K3/VTQ +bMnk4q4TQjMhZ8thArMBNZG2xTmiMC

W 1e6JhwiXv-+HxGIbNRWFn 17EQOTOZCRYVHVCjtyUyU/ESTWQ IF
Nj6hhFQz4Lqx3e64TZdBLfvIx4qsK6j2k5]CyhtG2e37Lm3RrF
SfywVSNpflZIqWd63QEU-+HNHUIUvn7WoKbEVWwWINSP2nIg 1yaT3U
NfC/9ZVygAkN4GXG +GlbxDvCqcueD6uMBkjwIPRFhNx 1jhCnDN
8fmf3pJaqVGPGBfZZFOKEMrCESVFIE 1kv/15mgipNgidOKGUTm
4YRGORrL89BBfoPjyKGm2+wXPXCa/W2I0jwIDAQAB

userName: john.gibbons
timestamp: 2021-01-20709:57:09

Valid signature O

Public key:

Signature properties:

Validity period:

Invalid signature 0

Format: X.509

Algorithm: RSA

Encoded: MIIBIjANBgkghkiGSw0OBAQEFAAOCAQBAMIIBCaKCAQEAXPYZCX
yHk3Qxe04YP20K3/VTQ +bMnk4q4TQjMhZ8thArMBNZG 2XTmiMC

W 1e6JhwiXv +ixGIbNRWFn 17EqOTOZCRYVHvCjtyUyU/ESrWQ1F
NjehhFQz4Lqx3e64TZdBLfvIx4qsK6j2k5]1CyhtG2e37Lm3RrF
SfywV5SNpflZlqWd63QEU-+HNHUIUvn7WoKbEVWWNSP2nIg1yaT3U
NfC/9ZVygAkN4GXG +GlbxDvCqcueD6uMBkjwIPRFhNx 1jhCnDN
8fmf3pJaqVGPGBFZZfOKEMrCESVFIE 1kv/15mgipNgidOKGUTm
4YRGORrL89BBfoPjyKGm2-+wXPXCa/W2I0jwIDAQAB

userName: john.agibbons
timestamp: 2021-01-20T09:57:09

Start: Fri Sep 27 05:40:24 EDT 2019
End: Sat Sep 26 05:40:24 EDT 2020
EXPIRED
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Step 4: Importing the Results back into the LIMS

The LIMS verifies the signed results file [export.xml], if valid, results are stored into the LIMS system

-y

» ThisPC » Local Disk (C:) » IMfiles » SecureDataTransfer »

Result-lmport

v

4 | SecureDataTransfer ~ Name

Date modified

Type

. Result-Copy .
|| LabSclutions-SDT-run2.xml
. Result-Error .
|| LabSelutions-SDT-run1.xml

. Result-lmport

6/23/2021 1:17 PM
6/23/2021 1:17 PM

XML Document

XML Document

Name

Jl Downloaded UNKNOWNS

100

Volume |Description Description

£l i i =] & X
Ascend Descend Scratch Save Print Select Col | Empty Col| Fixed Col | EditTitle
Run Run Run Assay Aot Assay | Assay Instrument I Biological Standard Assay Run
D Status Type P Type Matrix

Instrument Parameters

Parameter
Result Tr

Value

to Import

{TestStudy1-Run5(20210622_1044). xmlH2021-

L abS olutions-5D T-runl.xml}{2021-06-23 13:14:
{LabSolutions-SD T-run2.xml}{2021-06-23 13:18: 20HWAT SON76IM32Hc: \imfiles\securedatatra

06-22 11:13:43HWATSON7EIM32Hc: \imfiles\se
O0HWATSON76IM32He: \imf

fileshsecuredatatra|

Importing an [export.xml] file in
Watson LIMS™

In this screenshot, Watson LIMS users would simply
choose a Run, click [Import] and select the
[export.xml] file.

A Background process will verify the validity of the
file using the submitter’s public key.

Only validated files can be selected in the LIMS.
Invalid files will go to a error-folder.

|

Update Raw Data Update Conc. Data

Sequence File Import

Reassay Tagging /

Accept
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SDT-001) - [Imported Information for &na

ign Tracking Analytical Summaries PK

1/11SDT-001 CALO111
1/11SDT-001 CALO111
1/11SDT-001 CALO111
2/12SDT-001CALO211
2/12SDT-001CALO211
2/12SDT-001 CALO211
3/13SDT-001 CALO311
3/13SDT-001CALO311
3/13SDT-001CALO311
4 14SDT-001CALO411
4 14SDT-001CALO411
4 14SDT-001CALO411
5/15SDT-001 CALO5 11
5/15SDT-001 CALO5 11
5/15SDT-001 CALO5 11
6/16SDT-001 CALO611
6 16SDT-001CALO611
6/16SDT-001 CALO611

ical Run 1]
Options
Height

4359.81
6975.696

27518.02
44028.832

2984.32
4774912

27304.88
43687.808

2990.21
4784336

2762621

44201.936

IS Height | Instrument
Response

19.91/ 218.975892
19.91/ 350361426

596.19
596.19

46.156460
73.850336

14.95/ 199.620067
14.95/ 319.392107

605.05| 45.128303
605.05| 72.20528

=Y

13.56| 220.516962
13.56| 352.827139

396.79 46291342
396.79 74.066147
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Assay

Date/Time
11/3/2015 13:53 DrugX
11/3/2015 13:53 Drug¥
11/3/2015 13:53 DrugZ
11/3/2015 13:36 DrugX
11/3/2015 13:36 Drug¥
11/3/2015 13:36 DrugZ
11/3/2015 13:59 DrugX
11/3/2015 13:59 Drug¥
11/3/2015 13:39 DrugZ
11/3/2015 14:02 DrugX
11/3/2015 14:02 Drug¥
11/3/2015 14:02 DrugZ
11/3/2015 14:05 DrugX
11/3/2015 14:05 Drugy¥
11/3/2015 14:05 DrugZ
11/3/2015 14:08 DrugX
11/3/2015 14:08 Drug¥
11/3/2015 14:08 DrusZ

Analyte | Intemal

Standard
I8-X
Is-Y
1S-Z
I8-X
Is-Y
1S-Z
I8-X
IS-Y
1S-Z
18-X
Is-Y
1S-Z
I8-X
Is-Y
1S-Z
18-X
IS-Y
1S-Z




Example
XML file containing analytical results

<?xml version="1.0"?>
- <AnIML=>
+ <SampleSet>
- <ExperimentStepSet>
- <ExperimentStep Name="Bioanalysis" experimentStepID="el1">
+ <Method>
- <Results Name="Analytical Result">
- <SeriesSet Name="Results Table" length="48">
+ <Parameter Name="Sample Name" seriesType="String" seriesID="s1" dependency="dependent">
+ <Parameter Name="Analyte Name" seriesType="String" seriesID="s2" dependency="dependent">
+ <Parameter Name="Concentration" seriesType="Float32" seriesID="s3" dependency="dependent">
+ <Parameter Name="RT" seriesType="Float32" seriesID="s4" dependency="dependent">
+ <Parameter Name="Area" seriesType="Float32" seriesID="s5" dependency="dependent">
+ <Parameter Name="Area %" seriesType="Float32" seriesID="s6" dependency="dependent">
+ <Parameter Name="Height" seriesType="Float32" seriesID="s7" dependency="dependent">
+ <Parameter Name="Height %" seriesType="Float32" seriesID="s8" dependency="dependent">
+ <Parameter Name="Concentration Ratio" seriesType="Float32" seriesID="s9" dependency="dependent">
+ <Parameter Name="Area Ratio" seriesType="Float32" seriesID="s10" dependency="dependent">
+ <Parameter Name="Height Ratio" seriesType="Float32" seriesID="s11" dependency="dependent">
+ <Parameter Name="Internal Standard Name" seriesType="String" seriesID="s12" dependency="dependent">
+ <Parameter Name="ISTD Concentration" seriesType="Float32" seriesID="s13" dependency="dependent">
+ <Parameter Name="ISTD RT" seriesType="Float32" seriesID="s14" dependency="dependent">
+ <Parameter Name="ISTD Area" seriesType="Float32" seriesID="s15" dependency="dependent">
+ <Parameter Name="ISTD Height" seriesType="Float32" seriesID="s16" dependency="dependent">
</SeriesSet>
</Results>
</ExperimentStep>
</ExperimentStepSet>
+ <Signatures>
</AnIML>
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Summary
What are the key advantages in this proposal

Data security is significantly increased
The current data transfer cycle requires manual and time-consuming quality-control steps to mitigate the DI
risks. In this proposal, the goal is to negate quality control steps and meet the need of health authorities DI
expectations.

The technology is widely adopted and a vendor neutral solution
The technology is open for all vendors to use and is intended as a generic solution.
No bespoke interfaces required, reducing implementation and validation cost.
The key point is that if anyone tampers or changes the sequence or export file the change is recorded. Al
tampered files are detected.
Implementations from several key vendors demonstrate the feasibility

It is designed to make a near-zero impact on the current user experience

The changes are all designed to work ‘under the hood’
In this proposal the fundamental point is the data security is managed by the software and is not exposed to
the user.
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Discussion
What'’s next

How to move this forward as a way to improve data security, helping regulatory

audits and creating a standard for moving data between a LIMS and LC-MS
As with all changes, we need ‘buy-in’ from pharma companies for regulated bioanalysis
To accelerate this change the quicker the ‘buy-in’, the quicker a product can be created.
The ‘buy-in’ applies to:
pharma companies
regulators
partner consortia (AAPS)
more vendors

Going forward....
Options for a ‘Working Group’ to consider expanding domain into other assays / techniques

Future: file-less options

Opportunity to join
We are looking to create a group of early adopters to deploy and refine the approach
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Improving data integrity in regulated
bioanalysis: proposal for a generic data
transfer process for LC-MS from the
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Questions and Contact Information

www.instrumentlink.org

tim.blacker@sciex.com
gidion.deboer@thermofisher.com
neil.loftus@shimadzu-mso.com
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