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based on the EBF Data Integrity Initiative (LCMS)
14th EBF-Open Symposium, Barcelona 2021, Norbert Bittner



2

EBF initiative 2019/2020

https://bcn.e-b-f.eu/wp-content/uploads/2020/12/230.-Gidion-de-Boer-Neil-Loftus-Burkhard-Svchaefer.pdf
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The scope: Data-Integrity for LIMS to/from LCMS workflow

https://bcn.e-b-f.eu/wp-content/uploads/2020/12/230.-Gidion-de-Boer-Neil-Loftus-Burkhard-Svchaefer.pdf
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SCIEX: Data format comes to life

https://sciex.com/products/software/keystone-software, May 2021

https://sciex.com/products/software/keystone-software
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Reporting – still an open DI-issue in a LIMS scenario

Data-Integrity issues for study reports

Archiving

Thermo ScientificTM

Integration
Manager

SCIEX-Data
in AniML-Format

LIMS 
(e.g. Thermo FisherTM Watson LIMSTM)

Sciex Analyst® Software
and Sciex KeystoneTM

Reporting

Export data

Calculate statistics

Copy tables to Word
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Reporting DI-Issues in this scenario solved by commercial products

Data-Integrity issues for study reports, solved e.g. with StudyGen (former iStudyReporter)

Archiving

Thermo Scientific
Integration
Manager

SCIEX-Data
in AniML-Format

Human Readable Study Archive
for Thermo WATSON

StudyGen Bioanalytics
(iStudyReporter) 
Repository

Submission Reports
Calculations,
Protected data tables, 
open text sections, 
life-cycle, audit,
closed system

Complete long-term archive, 
compliant with 21CFR11 (11.10(b) and 11.50)
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Data Integrity issues in a none-LIMS scenario

Current state:
§ Word/Excel dominated workflows

Sample Demographics

Analyst-Workstation
Result-Data

Specify Report Content

Work on Report

Excel-sheets to map study demographics to planned samples

Excel-sheets to map samples to batches/plates (Sequence files)

Excel-sheets with combined data and “automation” to create statistics 
and result tables

Word document with study information, statistics and result tables

Archiving is solved with EBF initiative

Excel-sheets that contain run sample result exports 
(STDs, QCs and study samples)
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Project to resolve this situation

Based on up to data application prototype

Joint project of Idorsia (Susan Globig) and up to data initiated mid-2021

Goals:
§ Introduce data integrity measures in a none-LIMS scenario
§ Introduce and support standardized workflows
§ Allow to instantly generate submission-ready bioanalytical reports without further QC measures
§ Incorporate ICH M10 requirements for reporting as they will come available
§ Provide a GLP compliant application

Approach:
§ Take advantage of the features of the commercially available SCIEX data converter
§ Leverage and extend functionality of existing application 
§ Use state-of-the-art cloud technology
§ Evaluate approaches for private and public cloud deployment

Expectation:
§ Reduce the time and effort required to manually perform quality control of LCMS data
§ Reduce the time to create, review and submit bioanalytical reports 
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None-LIMS scenario workflow

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Upload Excel-Sheet
containing sample-ids and 
sample specifics of study
(Gender, Age, Dosage, …)

Sample Demographics



10

None-LIMS scenario workflow

Sample Demographics

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Upload
EBF AniML-Files

or
Sciex native WIFF, RDB files



11

None-LIMS scenario workflow

Sample Demographics

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Perform “Data Review”
based on 

FDA Guideline for Run Acceptance
Best practice
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None-LIMS scenario workflow

Sample Demographics

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Define and enter properties
not extractable from data
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None-LIMS scenario workflow

Sample Demographics

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Download final report, 
ready for review

(with protected data tables)
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None-LIMS scenario workflow

Sample Demographics

Analyst-Workstation
Sequence-Files

Result-Data

Web-App

Review

Specify Report Content

Work on Report

Cloud-based management of study data
and reports

Download
PK Concentrations File
(SEND “PC-Domain”)

consistent with report
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Technological and workflow challenges

Technological challenges
§ Selection of technology for efficient implementation

• Rejected container approach
• Serverless architecture

§ Transfer/Migration of existing software modules and algorithms
• No one-to-one migration of current solution
• Modularization and migration to serverless architecture

§ Initial feasibility study by up to data in 2021, to leverage future proof technologies 

was funded by                                        and  

Open workflow challenges
§ Setup of specific workflows to support 

• Re-assay decisions
• Incurred sample reanalysis



16

Regulatory Challenges

Build „compliant“ bioanalytical reports
§ Best practice based on reports of existing clients
§ Take available guidelines into account

• FDA
• Bioanalytical Method Validation, Guidance for Industry (May 2018)
• Bioanalytical Methods Template, Guidance for Industry, Tech. Specifications Document (Sep 2019)

• EMA
• Guideline on bioanalytical method validation (Feb 2012) 

• ICH (draft)
• Bioanalytical Method Validation M10 (draft, Feb 2019)
• …. expected to change

§ Enable configuration of templates
Interpret applicable GxP regulations in a serverless  architecture

§ e.g. how to interpret “Installation Qualification” or “multi tenant”
Implications of “Software as a Service” (SaaS) for a regulated laboratory

§ e.g. how to define ”control of data” or validate application updates
§ What does “disaster recovery” mean in an “AWS Availability Zone” 
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Where are we now?

Prototype is implemented
§ AWS-based, serverless architecture

Initial Report templates are setup

§ IS-Analysis based on raw data
§ Bioanalytical Study Report

Development of regulatory framework
supported by

§ Bob McDowall
§ Practical experience of Idorsia

(„Cloud-first approach“, see
https://aws.amazon.com/solutions/c
ase-studies/idorsia-case-study/)

https://aws.amazon.com/solutions/case-studies/idorsia-case-study/
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Where are we now?

Prototype is implemented
§ AWS-based, serverless architecture

Initial Report templates are setup

§ IS-Analysis based on raw data
§ Bioanalytical Study Report

Development of regulatory framework
supported by

§ Bob McDowall
§ Practical experience of Idorsia („Cloud-

first approach“, see
https://aws.amazon.com/solutions/case-
studies/idorsia-case-study/)

https://aws.amazon.com/solutions/case-studies/idorsia-case-study/
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Coming up next

Develop deployment strategy for “private and public” cloud that meets GLP requirements

Test phase with other use-cases (Immunogenicity, Biomarker, …)  and testers (Pharma, CROs) planned 
for Q1/2022

Go-live of Idorsia planned for Q2/2022
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Summary

EBF initiative solves DI issues in data transfer from/to LCMS and other devices
§ Focus on LIMS
§ Long-Term archiving in vendor neutral format

Challenge remains for none-LIMS scenario

§ Data processing is major issue here, otherwise solved with LIMS

§ EBF initiative builds a foundation to bring it all together
• Leverage “secure” raw data files
• Build cloud-based technology
• Provide upcoming regulatory framework 
• Leverage available guidelines on content of reports for this environment (ICH M10)
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Thank you for your attention

Contact for questions/comments

Norbert Bittner
up to data professional services GmbH
Energie-Allee 1
D-55286 Woerrstadt

norbert.bittner@uptodata.com


