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OECD17 Discussion Forum

Introduction

EBF e-data Topic Team
EBF 9th Open Symposium, Barcelona



History

» Advisory Document OECD17 published on 22-Apr-
2016: “Application of GLP Principles to
Computerised Systems”

» Replaces Consensus Document OECD10
» Topic Team is created at EBF:

— Provide some guidance to EBF member
companies on a consistent way to implement
this new guidance

— Look at OECD17 from a business perspective,
not the company perspective

— Reach maximum compliance with minimal effort

EBF
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Topic Team

» Fabrice Salavert, Actelion

» Marco Michi, Aptuit

» Eva Lindqgvist, AstraZeneca
» Milan Vagaday, Celerion

» Yonko Draganov, Comac

» Adrian Freeman, Envigo

» David Van Bedaf, Janssen

» Peter Esch, Novartis

» Harpreet Singh, NovoNordisk
» Marco Heldoorn, Prahs
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Today: OECD 17 Discussion Forum

» Present the work done by the team
» Collect feedback from the wider EBF community

» Topics:
— Differences Between OECD10 — 17

— Qualification — Validation Decision Tree
— OECD17 Game Quiz

» Next step = Publication
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Interactive Poll

»www.kahoot.it
» Enter game pin
» Register with any nickname
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OECD 17 — What’s new

EBF e-data Topic Team
EBF 9th Open Symposium, Barcelona

Marco Michi
16 November 2016



Main differences between OECD 10&17

>

>

>

Test Facility Management role
— Role has an enlarged responsibility

Risk based approach

Quialification is in scope of guideline

COTS products

Inventory list

Emphasis on segregation of GLP and non-GLP data
Each service provider out of test facility is a Provider
More detailed periodic review process

Admin role not part of the study personnel EBF
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Test Facility Management role

Has the overall responsibility:

of the GLP data generated

of the Qual/Val approach and conduct

of the operation maintenance and use of the systems

to ensure effective monitoring of compliance

of the global system used

to define QA responsibilities in proper SOPs

to evaluate the competence and reliability of the suppliers

vV V V V V V VY V

to evaluate the Vendor's testing activities (including Hosted
services)

EBF
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TFM role — effort evaluation

» TFM must be in control of the GLP data and how these are
generated.

» Not a real change but a clear definition of the responsibilities
to avoid different GLP interpretations

» Different approaches may be in place in different companies

» Change in the GLP organization, written agreements and
approval of SOPs related to CSV may be necessary

» GLP facility may include IT department
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Risk based approach

» Not clearly mentioned in OECD10 but already
included in CFR 21 (820 and 11) and GAMPS5

» Risk assessment (RA) should be already an
established practice

» Effort in putting this document as the central aspect
for the validation, qualification and life cycle model

» Required for all computerized systems
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Risk based approach — effort evaluation

» It is not an additional document to prepare

» As qualification is in scope of the guideline, RA
should be done also for small equipment

» A proper use of this document may help to trim
down the effort
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Qualification is in scope of the guideline

» A proper decision tree should be in place to define
when to validate and when to qualify

» For qualification refer to GMP guidelines (GAMPS
and Annex 15 to the EU Guide of GMP
“Qualification and Validation”
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Qualification — effort evaluation

» Many “simple” instrument should be redefined as
computerised system.

» A document reporting RA and link between the
available documentation and the typical CSV
documentation could be prepared for each class of
instruments reporting in appendix the list of
iInstruments belonging to that class.

» Proper use of RA to minimize the additional effort
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Service provider

» Each service provider out of test facility is a
Provider

> If IT dept. is not part of test facility it is a provider

» Contract or signed agreement between TFM and
provider should be in place defining responsibility
and GLP training
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Service provider — effort evaluation

» Depends on the organizational model

» May require change in test facility organogram or
definition of service level agreement taking in
consideration GLP aspects
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COTS

» Commercial Off The Shelf product may vary from
simple not configurable systems to complex
systems

» Based on configurability may be qualified or
validated

» A supplier’s testing activity and documentation may
assist the test facility management in its validation
efforts and may supplement or replace test facility
testing
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COTS - effort evaluation

» A supplier’s testing activity and documentation may
reduce validation efforts and may supplement or
replace test facility testing

» Use Risk Assessment to trim down the effort
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Periodic review

A paragraph is dedicated to periodic review providing

more details than OECD10

» Current range of functionalities
» Reliability and security

» Deviations and incidents

» Upgrade history

» Performance
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Periodic review - effort evaluation

» It shouldn’t be a completely new task (included in
OECD10)

» Compared to OECD 10 more details are provided
— Less space for interpretations

» The effort depends on the implementation and
interpretation of the OECD10 in the company
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Admin, segregation, inventory list

» Administrator rights should not be given to persons
with a potential interest in the data

» Emphasis on GLP and non-GLP data segregation

» Inventory list or lists for all computerised system
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Admin, segregation, inventory list - effort

» All these aspects should already be in place as good
practice

» Protocol: should all computerised system be listed?
— If yes many deviations may occur

» Include major systems only?

— SD must document (somewhere) that all
computerised systems used in the study are
validated and used appropriately

01/12/2016 hTT-sp://lwww.europeanbioanalysisforum.eu 21 /



Conclusions

» Widened scope will require additional effort

» Full compliance by when?
— Different authorities have different opinions

» Revision of Test Facility Management role and
responsibilities

» Proper use of risk assessment and vendor’s testing
are key tools to trim down the effort
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Decision Tree Example

EBF e-data Topic Team
EBF 9th Open Symposium, Barcelona

16 November 2016



Decision Tree:

Example at a glance

Categories:
Infrastructure Equipment Equipment Configurable System | Custom System
Software Low complexity High complexity (COTS)
(GAMPS5, SW cat.1) (GAMPS5, SW cat.3) (GAMPS5, SW cat.3/4) (GAMPS5, SW cat.5)
Qualification Validation
24
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ecision Tree: Example at a glance

01/12/2016

START
Initial Computerized System Evaluation

operating systems,
databases, Excel, etc.
OT creating GLP dat3

Consists of Software only? Infrastructure Software

NO

project, resource,
financial,reporting tools
OT creating GLP da:

Infrastructure Software

NO

partially or fully

customised or in-house
developed

reating GLP data

Custom System

Configurable System

NO—M

(COTS)

Consists of Equipment
only?

Firmware/Software Low complexity
configurable ?

Consists of PC+SW, but’
performing basic i
control comparable to what is,
ed from a firmwa)

YES

NO

‘quipment/HW and/ol YES ST
SW al ised or

in-house developed?

Configurable System

NO

(COTS)
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Decision Tree: Qualification-Validation

» Provides justified, simple, objective, and traceable procedure how:
- the initial computerised systems evaluation is performed
- the extend of the qualification/validation efforts is defined

> |s based on pre-defined CS categories
(in this example 5 categories):

Category Requires

o Infrastructure Software Qualification
o Equipment, low complexity Qualification
o Equipment, high complexity Qualification
o Configurable System Validation

o Customised System Validation
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Decision Tree: Questions

> Q1:
Consists ONLY of software which is NOT creating any GLP data?

Examples:
o Operating system, Database Engines, Programming languages, Excel...
o Network monitoring, Anti-Virus, Project Management, Reporting Tools, CRM..

» If YES then --> Quialification under responsibility of IT

> If NO then continue with Q2...
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o [Equipment
Low complexity

Configuration not modifiable

Decision Tree: Questions

> Q2a:

Consists only of Equipment (low complexity COTS) with non
configurable Firmware?

Examples:

o Instruments without attached computer like analytical equipment such as
electronic pipettes, balances, photometers, refrigerators, freezers (OECD17)
ovens, centrifuges

o Instruments with not used computer interface

» If YES then --> Qualification of Equipment Low Complexity

> If NO then continue with Q3...
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Equipment
igh

\Configuration modifiable

Decision Tree: Questions

> Q2b:

Consists of Equipment
- with configurable Firmware or
- with attached computer and software which are performing
equipment control comparable to what is expected from a
Firmware?

Examples:

o Run-time parameters may be entered and stored, but the software cannot be
configured to suit the business process:
Spectrophotometers, Microplate Readers, Integrate Robotics Systems

o Instruments with computer interface used only for external data processing
DBS punching robot, plate washer/dispenser, plate labeler, RIA counter

> If YES then --> Qualification of Equipment High Complexity

> If NO then continue with Q3...
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|Custom System

[Configurable System

Decision Tree: Questions

(coTs)

> Q3:
(now we have the combination of equipment+computer+software)

Was equipment and/or software partially modified or fully
developed by third party or in-house to suit the business process?

Examples:
o COTS customised by vendor to meet additional and/or specific needs

o COTS with added customized code
o in-house or by third party developed application

» If YES then --> Validation of Custom System

> |f NO then --> Validation of Configurable System
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Decision Tree: Example at a glance

Categories:

Infrastructure Equipment Equipment Configurable System | Custom System

Software Low i High | (COTS)

(GAMPS5, SW cat.1) (GAMP5, SW cat.3) (GAMPS5, SW cat.3/4) (GAMPS, SW cat.5)
Qualification Validation

01/12/2016

Decision Tree:

START
Initial Computerized System Evaluation

operating systems,
databases, Excel, etc.
OT creating GLP data

Consists of Software only?

NO

project, resource,
financial, reporting tools
OT creating GLP dat;

NO

partially or fully

customised or in-house
developed

reating GLP data

NO.

Firmware/Software
configurable ?

Consists of Equipment
only?

Infrastructure Software

Infrastructure Software

Custom System

Configurable System

(cOTS)

Low complexity

‘quipment/HW and/ol YES

Configuration not modifiable

Custom System

SWe ised or
in-house developed?

NO

Configurable System
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Q&A with the Belgian and
Dutch Monitoring Authorities

Results

EBF e-data Topic Team
EBF 9th Open Symposium, Barcelona

16 November 2016



Let's Kahoot !!
Take the OECD17 Quiz

» www.kahoot.it
» Game pin = 984037

01/12/2016 https://www.europeanbioanalysisforum.e 33

EBF




General

When does this guideline
need to be implemented?

» General view of authorities
seems to be that OECD17 is not
that different, more about
clarifications

» Compliance is expected now.
Local authorities might have
somewhat different approaches

» Facilities should make a gap
analysis between OECD Cons
Doc 10 vs OECD Adv Doc 17



Scope

* Are balances,

refrigerators in scope of
this guideline?

 Is Qualification in scope
of this guideline?

01/12/2016

» Yes. A computerized system is
a system with (build in) software
and hardware that performs a
function.

» TFM is expected to document a
risk based approach when to
apply qualification instead of
validation and how to control
GLP principles for small
devices.
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Roles &
Responsibilities

At which level GLP training
requirements for internal and
external IT service providers are
expected here? Is Good
Documentation Practice and
best IT Practices enough here?

01/12/2016

» No, training in GLP is required

(doc 15 & 17).

https://www.europeanbioanalysisforum.eu
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Roles &
Responsibilities —
Global Systems

“It is the overall responsibility of the
local test facility management to
ensure that computerized systems
provided within a wider company
are operated and maintained locally
in accordance with the Principles of
GLP.”

What does maintain locally mean in
this context?

01/12/2016

» Same requirements for local or
global systems, someone of the
facility should make sure
everything is in compliance
(Document management
systems, e archiving ....) and
therefore all systems (local and
global) used by the facility
should be subject to QA audit.
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Roles &
Responsibilities —
System Owner

Would it be acceptable if a QA
person would be assigned as the
system owner?

(an additional QA function would
take up the quality review process)

01/12/2016

> This is not recommended and
will be indeed in most cases be
considered as a conflict of

Interest.

» QA should only be business

owner for own QA applications.
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» Yes, but this can be on a
separate list.

Inventory > Easy access to all information

e Should lified inst tsb : :
bart of the CS inventory? should be pro_wded in order for
Should all details mentioned the SD to ver|fy the latest
(Owner, status, version, model, . . .
...) be available in a single list? validated version to be used in
information should be available the study and for QA during its
In one way or other? study plan verification and

audits.
EBF
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» This can take many different forms
based on a documented risk
assessment per supplier: QA audit

Supplier ) o
PP report, quality certificates, vendor
What kind of information about . . .
the quality system of suppliers checklist or questlonnalre, etc.
should be provided? .
Can a purchasing order (e.g. » Depends on type of computerized
request 10r maintenance or a .
computerized system) be system. A purchasing order does
considered as a written i
oreomont 5 mostly not include clear statement
Can global SOP’s be on responsibilities of supplier and
considered ‘written :
Sgreemonts'? data ownership.

> Yes, if this procedure documents
responsibilities of both parties (test
facility and parent organization).

Also, TFM must formally approve
global SOPs.
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» URS are expected for all
systems but the level of details

COTS will vary greatly depending on

Are URS expected for the complexity and criticality of

refrigerators? the system (risk assessment).
EBF
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Roles &
Responsibilities - SD

How should SD document
confirmation that all computerized
systems used in a study are in a
validated state?

01/12/2016

» All systems used in a study
must be indicated in study plan
(requirement from Doc. 1, Il,
8.2.5.e).

» The quality system of the test
facility must guarantee easy
traceability to verify if the latest
validated version was used
during studies.

» Verification by QA (l1.2.2.1.b)
whether the protocol contains
the information required for
compliance must be
documented.
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» Some documentation of the
testing done by the supplier

Testing should at least be available (e.qg.
Evidence of testing done by the Certiﬁcate Of d balanCe,

Suppier | summary report of validation,

s evidence of low level testing as . .

parameter limits and error handling qua||f|Cat|0n report, etC_)

necessary if a vendor audit
concluded the QMS of the vendor
was satisfactory?
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Audit Trail

“Any change to electronic records
must not obscure the original entry
and be time and date stamped and
traceable to the person who made
the change.”

Is a reason of change still required
in the audit trail?

01/12/2016

» Yes, as required by OECD doc
1, 1l, 8.3.4: “Any change in the
raw data should be made so as
not to obscure the previous
entry, should indicate the
reason for change and should
be dated and signed or initialed
by the individual making the
change.”
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