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Data Integrity - Not a new concept, 
but an evolving concept

Confidence in the quality and 
integrity of the data

• Need to demonstrate security of 
data

• Ability to reconstruct activities

• History of data and processes

• Requirements are evolving with 
developing technologies



Terms relevant to data quality

Attributable – Who, when and why?

Legible – Permanent, durable medium. Readable.

Contemporaneous – Recorded in “real-time”

Original – Original record or certified copy

Accurate – No amendments without documentation



Further terms

ALCOA +

Complete – e.g. including repeat analysis

Consistent – e.g. correct sequence of date-time stamps

Enduring – e.g. controlled worksheets, ELN

Available – e.g. accessible for audit for lifetime of data



New or proposed guidelines in 2016
• United States Food & Drug Administration

• World Health Organization

• European Medicines Agency

• Pharmaceutical Inspection Co-operation Scheme (Geneva)

• Medicines & Healthcare Products Regulatory Agency (UK)

Reflects level of concern 
about GxP data quality



Regulations & Guidance Documents
• MHRA GxP Data Integrity Definitions and Guidance for Industry  -

Draft July 2016

• FDA 21 CFR Part 11 – Electronic Records, Electronic Signatures

• OECD Series on Principles of GLP and Compliance Monitoring 
No. 17 (Application of GLP Principles to Computerised Systems)

• GAMP 5 – A risk-based approach to Compliant 
GxP Computerized Systems (ISPE)

• WHO Guidance on Good Data and Record 
Management Practices (WHO TRS 996, Annex 5)

• PIC/S Guidance - Good Practices for Data 
Management and Integrity in Regulated 
GMP/GDP Environments – Draft Aug 2016



Data Integrity – Computerised Systems

Common Failures

DELETING

Accidental
üPoor training

Purposeful
ü“Bad” data
üAnalyst errors

AMENDING

Accidental
üPoor training

Purposeful
ü“Bad” data
üAnalyst errors
üSample availability
üUnexpected result
üInstrument or 

regression parameters  
altered

REPROCESSING

Accidental
üPoor training

Purposeful
ü“Bad” data
üSample availability
üUnexpected result
üMultiple data 

acquisitions



Data Integrity – Computerised Systems

Fraudulent Behaviour

FOR WHAT GAIN?

üResource constraints/profitability increase
üData delivery criticality
üAnalyst errors
üDifficult method
üSample volume limitations
üTo fit expected result
üFear of failure (reputation)
üShorter delivery times

Fake it until 
you make it



Ignorance is not an excuse!

www.123rf.com/stock-photo/ostrich.html



Validation of computerised systems
To provide assurance that a specific process (computerised 
system) will consistently produce a product which meets 
predetermined specifications and quality attributes

FIT FOR PURPOSE

Scope depends upon:

• Size and complexity of system
• Whether functions are critical or non-critical
• Must be suitable for intended use
• Type of use will determine degree of 

confidence required

http://digitalexplorer.com/2010/11/13/expedition-websites-
basics/



Computerised System Validation

On-going event, from definition of user requirements 
to retirement of system.

System life-cycle. Should be known and established.

Change control process should be documented and 
controlled.

No detailed instruction in guidelines of what must be 
tested. Approach must be risk-based. 

How do we determine how much validation is 
required for a specific computerised system?



COTS versus Custom

COTS Systems

• Can be of varying complexity
• May be used without modification
• May have configurable aspects
• Known system performance
• Easily implemented within existing systems

Custom/Bespoke Systems

• Developed for a specific use
• Often heavily configurable
• Unknown performance (no precedent)
• May be stand-alone



4Q Lifecycle Model

Design 
Qualification

Installation 
Qualification

Operational 
Qualification

Performance 
Qualification

User requirement specification
Design specification Vendor assessment
Functional specification Design specification
Configuration specification ERES assessment
Vendor assessment
Functional risk assessment
Responsibility with user

Check purchased product supplied and successful 
installation of hardware and software.
Responsibility with supplier and user. 

Check system is working correctly under normal 
load.
Responsibility with supplier and user.

Check key operational and security functions.
Checks against the URS in the end-user environment
Responsibility solely with user.
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Design Qualification

URS/SRS
Detail of all required functions
Involve representatives of all user departments
Defined by the user

Functional specification
How the system complies with the URS
Detail may be taken from the system manual

Design specification
How the system implements the functions
May include specific detail around network settings 
which allow implementation of the system into 
existing systems

Vendor assessment
Assurance that development and manufacturing 
processes meet quality requirements of user



Risk Assessment – Vendor Risk

3rd party 
audit

External 
references

Assessment 
checklist

Previous 
experience with 

system or vendor

Early and detailed dialogue with vendor is vitalDirect 
vendor 
audit

Risk Factors

Company history
Previous experience
Company size
Accreditation
Geographical location
Quality “claims”



Risk Assessment – Product Risk

Risk Factors

System complexity
Number of systems
Influence on other systems
Networking
Level of configuration
Impact on data deliverables

In-process testing or end point data?



Vendor versus Product
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Case Study – putting it into practice 



What was the challenge?

§ Customer requested use of a system not established at LGC

§ Short lead-time to sample analysis

§ Limited resource available

How to provide the customer with a validated assay 

on a validated instrument (INTEGRITY)

with limited time and resource (EFFICIENCY)



What was the system?
§ Multiplexing platform.

§ Well-known vendor, leading instrument manufacturer in life sciences 
sector, QMS in place (low risk).

§ Technology well established, high level of networking, reasonably 
complex system (medium risk).

§ “Green” risk, no vendor audit necessary. 

§ Only configuration related to user profiles.

§ Raw data import into Watson LIMS, no data processing performed in 
system.

§ IQ/OQ performed by vendor.

§ 21 CFR Part 11 compliant module purchased.

§ All Design Qualification processes performed.



What did we test?

Security access and control.

Protocol transfer and 
measurement performance.

Data deletion, export and 
integrity. Back up and archiving.

Audit trail functionality.

Focus on the software 
and data integrity.

Testing culminated in review 
of audit trail from all previous 
test scripts…………………..



What did we find?

Security access and control.

Protocol transfer and 
measurement performance.

Data deletion, export and 
integrity. Back up and archiving.

Audit trail functionality.



What were the issues?
• System time-out functionality does not initiate when instrument is 

measuring. Instrument over-rides LGC group policy on time-out 
of networked instruments (Windows).  

• Back up of data failed due to LGC back up script not stipulating 
.ldf and .mdf file types  

• Audit trail review showed deletion of a batch for archiving 
(supervisor level) was missing from audit trail.

Archive option accessed within main software
Archive Utility was separate program
Not controlled by the main software
No security
No audit trail
Also accessible directly from Windows
by any user

https://www.coetail.com/



What happened next?

“21 CFR Part 11 compliance”

Evidence of incident supplied 
to vendor

Investigation launched with 
vendor – stipulated should 
not occur

Dialogue with vendor is key

Finally concluded: 

Error with license key for 
security and compliance 
modules – IQ was not 
appropriately designed 

Time-out
Additional instructions in SOP to 
reiterate manual lock of system.

Data back up
Script adjusted to ensure specified 
file types are included in routine 
back up. Added to system 
specifications.

Audit trail
Investigation launched with 
vendor – stipulated should not 
occur.

Short-term:
System deployed with Windows 
user restrictions on access to 
archive utility – IT admin only.

Finally concluded:
Error with license key for security 
and compliance modules – IQ was 
not appropriately designed.
Corrections made to software and 
tested via change control 
process.

Dialogue with vendor is key!



Learning Points

• Thorough risk assessment of vendor and product

• 4Q process will normally apply to COTS systems
• Fit for purpose validation

• Know the system! 
• Critical areas should be tested - assumptions are risky
• Consider potential impact of networking

• Make no assumptions about interaction with existing systems

Time invested in Design Qualification

will assist in efficient validation 

and no nasty surprises!
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